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Abstract—This paper focuses on the problem of Differentially
Private Stochastic Optimization for (multi-layer) fully connected
neural networks with a single output node. In the first part,
we examine cases with no hidden nodes, specifically focusing
on Generalized Linear Models (GLMs). We investigate the well-
specific model where the random noise possesses a zero mean, and
the link function is both bounded and Lipschitz continuous. We
propose several algorithms and our analysis demonstrates the
feasibility of achieving an excess population risk that remains
invariant to the data dimension. We also delve into the scenario
involving the ReLU link function, and our findings mirror those
of the bounded link function. We conclude this section by
contrasting well-specified and misspecified models, using ReLLU
regression as a representative example.

In the second part of the paper, we extend our ideas to two-
layer neural networks with sigmoid or ReLU activation functions
in the well-specified model. In the third part, we study the
theoretical guarantees of DP-SGD in Abadi et al. (2016) for
fully connected multi-layer neural networks. By utilizing recent
advances in Neural Tangent Kernel theory, we provide the first
excess population risk when both the sample size and the width
of the network are sufficiently large. Additionally, we discuss the
role of some parameters in DP-SGD regarding their utility, both
theoretically and empirically.

Index Terms—differential privacy, non-convex learning, DP-
ERM

I. INTRODUCTION

In the domain of machine learning, extracting knowledge
from data harboring sensitive attributes is an evolving concern.
Such a task mandates algorithms that can proficiently interpret
the data while upholding established privacy benchmarks.
Differential privacy (DP) [1]], in this context, has gained
traction as a seminal framework for statistical data protection.
Recognized widely in contemporary research, DP ensures that
individual data remains non-retrievable post-analysis, offering
a robust defense mechanism against privacy infractions. This
underscores a burgeoning interest in devising learning archi-
tectures where DP considerations are intrinsically woven into
the analytic process.

Stochastic Optimization (SO) and its empirical form, Em-
pirical Risk Minimization (ERM), are the most fundamental
models in machine learning and statistics. They have numerous
applications in fields such as medicine, finance, genomics,
and social science. However, these applications often involve
sensitive data, making it essential to design differentially
private algorithms for SO and ERM, corresponding to the
problems of DP-SO and DP-ERM, respectively. While DP-
SO and DP-ERM have been extensively studied for more than
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a decade, most of the existing work considers the case where
the loss function is convex. The problem of DP-SO and DP-
ERM with non-convex loss functions remains far from well-
understood due to their complex nature. Although there is
some preliminary work, such as [2]-[5], there are still two
critical issues. Firstly, most of the existing work adopts the
gradient norm of the population risk function to measure the
utility, which is quite different from the convex case where
we use the excess population risk instead. However, using
the gradient norm is inadequate for indicating how close
the private model is to the optimal solution [6]. Secondly,
while recently there has been some work considering the
excess population risk for non-convex loss functions [3],
most research has narrowly focused on general non-convex
loss functions, overlooking the intricacies of neural network
structures. To address these issues, this paper provides the first
comprehensive and theoretical study of DP Fully Connected
Neural Networks (with a single output node) and presents
several bounds of excess population risk. Specifically, our
contributions can be summarized as follows:

1) In the first part of the paper, we focus on the sim-
plest neural network structure: neural networks without
hidden nodes, aptly referred to as non-convex Gen-
eralized Linear Models (GLMs). We first address the
well-specified model that is characterized by zero-mean
random noise, combined with bounded and Lipschitz
link functions. For this setup, we introduce an (¢, §)-DP
algorithm and demonstrate its efficacy with an output
upper bound O(ﬁ + min{—1 7 n—‘/f ). Here 0 is an

upper bound on the expectedmrank of the data matrix

and n is the sample size. We then broaden our study
to cases with unbounded link functions, specifically
when employing the ReLU activation function. In this

scenario, we establish that an upper bound of O(ﬁ +

Vd 1

ne’ 2
tion pivotén&)) the misspecified model. To delineate its
nuances vis-a-vis the well-specified model, we spotlight
the ReLU activation function as a representative case.
Within this scope, we innovate a distinct version of DP
Gradient Descent, showcasing a sample complexity of
(N)(max{e—‘g7 a% ). This sample complexity guarantees
that the difference between the population risk of our
private estimator and c - opt is no more than «, where

min{ }) is feasible. Subsequently, our atten-



opt is the optimal value of population risk and ¢ > 0 is
some constant.

2) Next, we extend our ideas to the problem of privately
learning two-layer neural networks. Specifically, we
consider the well-specified model and study the cases
where the activation functions are either sigmoid or
ReLU. Our main contribution is to establish the sample
complexity required to achieve an error of a for excess
population risk. For the sigmoid case, we show that the
sample complexity is O((kTCl)che%), where k is the
number of hidden nodes and C is a positive constant.
For the ReLLU case with £ hidden nodes, we show that
the sample complexity is O(4%2% L), where C is a
positive constant.

3) In the last part, we consider general multi-layer fully
connected neural networks. Rather than introducing new
methods, we delve into the theoretical guarantees of the
standard DP-SGD as detailed in [[7]. Drawing upon re-
cent advancements in the Neural Tangent Kernel (NTK),
we present the inaugural excess population risk bound
for networks where both the width of each layer and the
sample size are sufficiently large. In essence, this bound
is composed of three elements: an approximation error
attributable to NTK, an error arising from the Gaussian
noise introduced in every iteration, and a combined term
representing the convergence rate and sampling error.
Building on our theoretical framework, we then delve
into the intricate interplay and trade-offs between vari-
ous parameters. We also provide experimental studies to
corroborate our theoretical findings.

Due to the space limit, some additional sections and all
omitted proofs are included in Appendix.

II. RELATED WORK

As we mentioned earlier, there is a long list of work on DP-

SO and DP-ERM. Thus, here we only mention the theoretical
work that is close to ours.
Private non-convex learning. In DP-SCO/DP-ERM with
convex loss functions, the excess population risk is commonly
used to measure the utility. However, in the non-convex case,
there are three general ways to measure the utility. The
first approach is based on the first-order stationary condition,
such as the gradient /5-norm of the population risk function
[21, 150, [81-[11]. However, there are some issues with this
measure. Firstly, previous work has shown that the gradient
norm tends to O as the sample size n goes to infinity, but
there is no guarantee that such a private estimator will be
close to any non-degenerate local minimum [6]. Secondly,
the gradient-norm estimator is not always consistent with the
excess empirical (population) risk of the loss function [3].

The second approach considers using the second-order sta-
tionary condition as the measure, which involves considering
both the norm of the gradient and the Hessian matrix minimal
eigenvalue of the population risk function [3], [12]]. The
motivation for this approach is based on the fact that for
many machine learning problems, such as matrix completion

and dictionary learning, any second-order stationary point is a
local minimum of the problem, and all the local minima are the
global minimum. Thus, finding a global minimum is equivalent
to finding a second-order stationary point. However, the main
disadvantage of this measure is that it is only reasonable for
some problems, and it is unknown whether general neural
networks satisfy the above property.

The third approach is to directly use the excess population
risk, which is similar to the convex case, and our work is
along with this direction. However, most of the previous work
only considers some specific class of loss functions, such as
Polyak-Lojasiewicz loss [[13]]. [3]] provided the first study of
DP-ERM with general non-convex loss, but their bound is
O(de)e), which is quite large. Compared to their results,
our work considers general neural networks and provides
improved bounds.

DP-GLM. DP-SO/DP-ERM with Generalized Linear loss
(DP-GLL) and DP-GLM have received considerable attention
in recent years. For convex loss functions, [14]] provided the
first study on DP-GLL and showed that in the unconstrained
case, the error bound can achieve O(ﬁ) in general, which

is quite different from the bound O(%) for general convex
DP-ERM. Later, [15] studied the same problem and showed
that in the constrained case, the error bound could only
depend on the Gaussian width of the underlying constraint
set. For the unconstrained setting, [5] showed an improved
bound of O(%), where 6 is the rank of the expectation
of the data matrix. For constrained DP-GLM, [9] considered
various settings where the loss could be smooth/non-smooth
and in the ¢, space for general 1 < p < 2. Recently, [16]
studied the optimal rates of DP-GLM in the unconstrained
setting. Specifically, when the loss is smooth and non-negative
but not necessarily Lipschitz, it showed the optimal rate of
O(ﬁ + min{ﬁ, %}) When the loss is Lipschitz, the

optimal rate is O(-= + min{ \/%,g}) For non-convex

losses, [3]], [9] provided bounds that are independent of the
dimension for the gradient /5-norm of the population risk
function. [3]], [17]] studied the excess population risk for some
specific GLMs and showed that their bound can be only
logarithmic in the dimension. However, they need to assume
the constraint set is an ¢1-norm ball, while our work does not
require such an assumption.

III. PRELIMINARIES

Definition 1 (Differential Privacy [1]]). Given a data universe
X, we say that two datasets D, D’ C X are neighbors if they
differ by only one data record, which is denoted as D ~ D’.
A randomized algorithm A is (e, 0)-differentially private (DP)
if for all neighboring datasets D, D’ and for all events S in
the output space of A, we have

Pr(A(D) € S) < ePr(A(D') € S) + 0.

Lemma 1 (Gaussian Mechanism). Given any function ¢ :
X" — RY, the Gaussian mechanism is defined as g(D) + ¢



where & ~ N(0, wﬂd), where Ay (q) is the /-
sensitivity of the function g, i.e., Ax(q) = supp.p |lg(D) —
q(D’)||2- Gaussian mechanism preserves (e,0)-DP for 0 <
€0 < 1.

Definition 2 (DP-SO [18])). Given a dataset D = {21, ,2,}
from a data universe Z where each z; = (z;,y;) with a feature
vector x; and a label/response y; is i.i.d. sampled from some
unknown distribution P, a convex constraint set W C R¢9,
and a (non-convex) loss function ¢ : W x Z — R. Differ-
entially Private Stochastic Optimization (DP-SO) is to find a
model wP to minimize the population risk, i.e., Lp(w) =
E(z,y)~p[f(w; z,y)] with the guarantee of being differentially
privateE] The utility of wP" is measured by the (expected) ex-
cess population risk ELp (wP™) —min,eyy Lp(w), where the
expectation takes over the randomness of the algorithm and the
input data. Besides the population risk, we can also measure
the empirical risk of dataset D: L(w, D) = LS l(w, z).

It is notable that besides the error bound, to better demon-
strate our results, we may also consider the sample complexity
to achieve a fixed error o to measure the utility of DP
algorithms.

Definition 3. A function f(-) is G-Lipschitz if for all w,w’ €
W, [f(w) = f(w)] < Gllw —w[|,.

Definition 4. A function f(-) is S-smooth on W if for all
w,2w €W, f(w') < f(w)—|—<Vf(w),w’—w)—&—gHw’—wH%.

Definition 5. A function f(-) is a-strongly convex on W if
for all w,w’ € W, f(w') > f(w)+(V f(w), w —w)+ 5w —
wll3.

Definition 6. A random matrix ® € R**? satisfies (a, 3)-
Johnson-Lindentrauss (JL) property if for any u,v € R¢ and
any o > 0 we have P[|[(Qu, Dv) — (u,v)| > afull2||v]|2] <
(B, where the probability takes over the randomness of the
distribution of ®.

Specifically, when R € R**9 is a random Gaussian matrix
with k = O(loga#) each entry is i.i.d. sampled from N (0, 1).

Then the matrix A = ﬁR satisfies (v, 3)-JL property.

IV. PRIVATE NON-CONVEX GLMS
A. Well-specified Model

1) Bounded Link Function Case: In this section, we will
examine the problem of Generalized Linear Models (GLMs),
which are neural networks without hidden layers and with a
single output neuron. Specifically, we will begin by consider-
ing a simplified scenario in which the statistical model is well-
speciﬁedE] meaning that the Bayes optimal classifier satisfies
E[y|x] = o({w*, x)) for some underlying parameter w* € R?
and non-convex link function o:

y=o((w",2)) +¢, (1)

'Note that in this paper, we consider the improper learning case, that is
wP™ may not be in W.

2In the literature, the well-specified setting is also extensively referred to
as the “noisy teacher” setting [[19] or the well-structured noise model [20]]

where ( is random noise with zero mean. In the following, we
will introduce several assumptions that will be used throughout
this section.

Assumption 1. Assume there exist constants W, G, B = O(1)
such that ||w*||s < W, y € [-B, B] and the link function o :
R — [—B, B] is G-Lipschitz and non-monotone decreasing.
We also assume ||z|]s < I.E]

The assumption of |[w*|z < W for a given known W
is a recurring theme in the literature on private learning and
statistical estimation. Notably, even in linear models where o
serves as the identity function, this presumption consistently
appears in prior research [21], [22].

In fact, many activation functions that are commonly used
in neural networks satisfy Assumption such as sigmoid
function o(x) and tanh function o(z) =

exp(x)—exp(—x)
exp(z)+exp(—z)” . .
Under the well-specified model , we consider the ex-

pected squared error as the population risk function, i.e.,
Lp(w) = E(y,y)mp(o({w, ) — y)>.

To solve the problem, the most natural idea is to ap-
proximate the population function Lp(w) by some convex
stochastic function. Motivated by [23]], [24], here we consider
the following surrogate (convex) loss function:

1
Ttexp(—=)

(w,z)
lw;z,y) = /0 (o(2) —y)d=. 2)

The following result shows that the loss ¢ is convex, Lipschitz
and smooth:

Lemma 2. Under Assumption|[1] for any (z,y) ~ P, function
£(;z,y) is convex and 2B-Lipschitz. Moreover, if o has
(sub)gradient anywhere, then the rank of the Hessian matrix
for {(-;x,y) is 1, and £(-; x,y) is G-smooth.

Algorithm 1 DP non-convex GLM

Require: Private dataset: D = {(z;,y;)}7, link function o
satisfying Assumption [T] and has (sub)gradient anywhere;
privacy parameters 0 < ¢,d < 1, upper bound 6 of the
expected3 rank of data matrix.

1: If e > 9%, run Algorithm Otherwise, run Algorithm

In the following, we use the notations L‘(w;D) =
LS lw;mg,y;) and L (w) = E[¢(w; 2, y)] to represent
the empirical risk and population risk functions for the loss
¢ in (), respectively. The following lemma, given by [24],
shows that the optimal parameter w* is also the minimizer of
L%(). Moreover, for any w, the excess population risk of w
is dominated by the excess population risk of loss ¢(w;x,y).

Lemma 3. For any w € R%, we have Lp(w) — Lp(w*) <
2G(Ln () — Lip ().

3For simplicity, here we assume ||z||2 < 1, and for the range of o we use
the same B as the range of y, we can easily extend our results to general
cases.



Thus, motivated by Lemma [3] now we aim to find a private
estimator w?"" € R? to minimize L% (w). Moreover, we
can see from the form of the loss ¢ and Lemma [ that if
o has subgradient anywhere, then £(-) will be a generalized
linear loss, ie., {(w;z,y) = g({w,z),y) where g(-,y) is
convex, 2B-Lipschitz, and G-smooth. Therefore, we can use
unconstrained DP-SO algorithms for convex generalized linear
loss to ¢ to obtain a private estimator. Here, we adopt the
Phased SGD method for convex GLM in [9] (see Algorithm
[2 for details). Furthermore, motivated by [16]], we propose
a new method that uses a JL matrix to preprocess the data
and then performs Algorithm [2] over the projected data. Note
that using Phased SGD is crucial for our analysis of two-layer
neural networks in later sections (see Remark [2| for details).
The entire algorithm is provided in Algorithm [I]

Algorithm 2 Phased SGD for non-convex GLM
Require: Private dataset: D = {(z;,y;)}?,, link function o
satisfying Assumption [T] and has (sub)gradient anywhere;
privacy parameters 0 < ¢,6 < 1.
1: Denote the loss function ¢ as ¢(w; z,y) = féww) (o(2) —
y)dz.
2: Set k = [logy(n)], partite the whole dataset S into
k subsets {Dy,---,Dy}. Denote n; as the number of

samples in D;, i.e., |D;| = n; where n; = [27n|. Take
a random initial vector wg € W.

3:fori=1,--- ,k do

4 Letm = g andw = w;_1.

5: fort=1,---,n; do

6: Update wt‘H = w! — i Ve(whxtyl) = wl —
milo((w, 1)) — y!)at, where (at,yf) is the t-th
sample of D,.

7. end for

8:  Denote w; = w; + (;, where w; = Zm wj and

G ~ N(0,7214) with 7; = M

€
9: end for

In the following, we will show the utility. We denote 6 as
the upper bound of Ep. pn[Rank(V')], where V is a matrix
whose columns are an eigenbasis for » . | ;z7. Note that
we always have Ep,pn [Rank(V)] < n.

Theorem 1. Under Assumption [l| and if ¢ has (sub)gradient
anywhere, for any 0 < ¢, < 1, Algorithm [2| is (e, §)-DP.
Moreover, when 7 = O(min{ =}) < 2. we have

/ 1
1 flog 5
L —_—t+ —).
plw Vn * ne )
Theorem 2. Under Assumption [I] and 1f o has (sub)gradient

everywhere, let m = O(log(n/é)(ne) ). then Algorithm |3
is (€,0)-DP for any 0 < €,6 < 5. Moreover, when 7 =

. € 1
O(mm{i\/rﬁg%7 \/ﬁ}) < 1, we have

ELp(wk) — ) < O(

ELp(w) —

Algorithm 3 DP-Projected Phased SGD for non-convex GLM
Require: Private dataset: D = {(x;,y;)}};, link function o
satisfying Assumption |1| and has (sub)gradient anywhere;
privacy parameters 0 < ¢, < 1.
1: Sample a JL matrix & € R™*x4
{(®z1,91), - ‘@xmyn)}. 5
2: Run Algorithm [2| on the projected dataset D, i.e., in Line
6 of Algorithm [2] update

w§+1 :wf*m(a(( f? z>) yi) Lis

where (7%, y!) is the t-th sample of D;. And in Line 8,
J1og 2
¢ ~ N(0,72L,) with 7; = %. Denote the

output as wy.
3: return W = &7 wy,

, and denote D =

where the Big-O notation omits the term of log(n/d).

Remark 1. The output of Algorithm [T] achieves an error of
O(n=2 + min {V8(ne)~, (ne)~3}). This rate appears to be
better than the lower bound for DP convex and Lipschitz
Generalized Linear loss (DP-GLL) [16]], which is near-optimal
at O(n~2 +min {v/0(ne) =1, (ne)~ 2 }). However, these results
are not contradictory, as [16]] considers a more general class
of loss functions. In fact, the above lower bound for DP-GLL
only holds for the case where Lp(w) = E||ly — (w, )|], while
our problem mainly focuses on the squared loss Lp(w) =
E[(y—o({w, z)))?]. Therefore, the lower bound does not apply
to our problem.

Additionally, [16]] considers the smooth and non-negative
generalized linear loss, which is not necessarily L1ps-
chitz, and shows that the near-optimal rate is O(n : 4
min{(ne)~%,vd(ne)~'}). Again, these results are not con-
tradictory to ours.

2) More General Link Functions: One issue with the
previous approach is that the link function o should have a
subgradient everywhere so that the surrogate function ¢(-; z, y)
is smooth by Lemma However, unlike the convex case,
this assumption may not always hold since some non-convex
functions may have no subgradient at some point. We will
address this case and demonstrate that it is possible to achieve
the same bounds as in Theorem [I] and Theorem [2] (but with
higher time complexity).

Since the surrogate loss function in this case becomes non-
smooth, the issue lies in finding a method to make it smooth.
To illustrate our approach, we first recall the Moreau envelope
smoothing technique that can be used to make a non-smooth
function smooth [25]. Let M be a (potentially unbounded)
closed interval, y € R and S > 0. Consider a function ¢ :
M — R. The 5-Moreau envelop of ¢ is defined as

ls(x) = min [((u) + §|u —z|?].

Denote the proximal operator with respect to ¢ as

B

¢ o lu—ml?].
2

= 1 é
prox{ () = arg min [((u) +



If ¢ is a convex function, then its Moreau envelop has the
following properties:

Lemma 4. Let £ : M — R be a convex function and G-
Lipschitz. Then the following hold: a) ¢z is convex, 2G-
Lipschitz and S-smooth. b){s(x) = g[zx - proxf(x)]. ¢) For
all z € M, lg(z) < {(z) < Lg(z) + 55

Note that the previous Moreau envelope is for one-
dimensional functions while our surrogate loss ¢ is d di-
mensional. Thus, for fixed (z,y), we denote ¢¥({z,w)) =
¢(w;z,y) in (2) and we calculate the Moreau envelop of g¥(-)
instead, which is denoted as gﬁ( ). By Lemma I and since ¢
is Lipschitz and convex, we have g% is 2B-Lipschitz and (-
smooth. Thus, we have the following fact.

Lemma 5. For any fixed (z,y), denote fl(w;x,y) =
g ({z,w)) and gj(-) as the Moreau envelop of g(-) with
parameter  and M = R. Let fg(w;z,y) = g5((w,z)),
then we have fg is 2B-Lipschitz, 5-smooth and | fz(w; y)
lw;z,y)| < 2B for all w € RY.

Algorithm 4 Og ., : Gradient Oracle for fz(w;z,y)

Require: Parameter vector w € R? data sample (z,y)
associate with gj(-).

1: Let m = (w,x) and Q = [m — %,mﬁ— %].

2: Let T = %

3: fort=1,2,--- T do

4: yt+21 =w; — ne(o(wy) —y + B(wy —m)) where 1, =
B(t+1)"

50 W1 = Yeg1 if Y1 € Q, w1 = m — % if g1 <
m — % and wipp =m+ % otherwise.

6: end for

7: Denote @ = Y.,_, Ty Lt

8: Return z8[m — ].

One possible approach based on Lemma [3] is to obtain
a smooth loss function fg(w;x,y), and then use Algo-
rithm [2] and Algorithm [3] to obtain private estimators that
achieve a small excess population risk for fz(w;x,y), ie
E[fs(w;z,y)] — min, cga E[fg(w; z,y)]. However, there is
a challenge: To use Algorithm [2] we need to calculate the
gradient of fg(w;x,y), which is inefficient as it is hard
to compute the proximal operator explicitly by Lemma
In the convex GLM case, [9] used the bisection method to
calculate V fg(w;x,y). However, this approach cannot be
used here as it requires access to the function g¥(-), which
involves integration for our problem and is difficult to compute
accurately. In the following, we propose an algorithm that can
efficiently approximate V fz(w;z,y).

The idea is that by our definition we have V fg(w;z,y) =
xgg’((w x)), where ggy(m) = fB[m — proxZ(m)]. Thus, it is
sufficient to approximate proxf (z) for given x. Recall that by
the definition prox(m) = argmin,crlg¥(u) + Blu —m?.

We can show that prox)(m) € Q = [m — 22, m +

indicates that

48] which

s 2
= mf?
Thus, we can use the projected gradient descent (PGD) to solve
the above strongly convex objective function, see Algorithm
for details. By the convergence rate of PGD we have the

following lemma.

proxg(m) = arg umelg[gy(u) +

Lemma 6. Given any 3,y > 0. Then the gradient oracle Og
for fz(w;x,y) in Algorithm [4] satisfies that ||V fa(w; x,y) —
O, (w; y)Hg <7 for any fixed w, z,y. Moreover, Og
has running time O( )

Algorithm 5 Phased SGD for general non-convex GLM

Require: Private dataset: D = {(x;,y;)}";, link function
o satisfies Assumption [I] and is differentiable; privacy
parameters 0 < €,0 < 1.

1: Set k = [logy(n)], partite the whole dataset S into
k subsets {D1,---,Dy}. Denote n; as the number of
samples in D;, i.e., |D;| = n; where n; = [27'n]. Take
a random initial vector wg € W.

2. fori=1,--- k do

3: Letnz— andw = w;_1.

4. fort=1,---,n; do

5: Recall the oracle in  Algorithm for
fe(what,yf) in  Lemma with error ~
and denote it as Vfg(w!;al,yf). Update
witt = wh — iV fa(what,yl), where (af,yf)
is the ¢-th sample of D,.

6: end for

7. Denote w; = w; + (;, where w; = ni Sori w! and

G ~ N(0,721,) with 7; = 7105’&72\/@.
8: end for

Algorithm 6 DP-Projected Phased SGD for

convex GLM

Require: Private dataset: D = {(z;,y;)}/, link function
o satisfies Assumption [l| and is differentiable; privacy
parameters 0 < ¢€,6 < 1.

1: Sample a fast JL matrix & € R™*< and denote D =
{(‘1’33171/1)7"' aiq)xn;yn)} -

2: Run Algorithm [5| on the projected dataset D, where in
Line 8, ¢; ~ (OT]I)Wlthn:% VIeg s and
replace B by 2B in Algorithm f] Denote the output as
Wi

3: return W = 7wy

general non-

Using the previous Lemma [6] one possible approach is
to use the approximate oracle in Algorithm [2] which is the
main idea behind Algorithm E} However, there is another
issue: if we use the same proof as in the previous case
where the link function has a subgradient everywhere, we can



only obtain an upper bound that depends on |[wj||2, where
W} = arg min,cga E[fs(w;z,y)]. This phenomenon has also
been observed in GLMs with convex and non-smooth loss
functions [9]]. Fortunately, we can conduct a finer analysis of
the theoretical guarantee of Algorithm [2]and show that we can
obtain an upper bound that depends on W' instead of |[w}||2.
Similar to the above results, we have the following two results.

Theorem 3. Under Assumption [T} for any 0 < €6 <
1, Algorithm is (€¢,0)-DP. Moreover, when 7 =
Omin{—zEr, J2}) < 3.7 = Olmgs) and B = O(V).
Then we have

1/910g% 1
ELp(wk) — Lp(w*) < O(F——+ —=) 3)

- ne N

Theorem 4. Under  Assumption and let
2 . .

m = O(log(%)(ne)s), Algorithm is (g 0)-

DP for Moreover, when

any 0 < €6 < 1.
n = O(min{\/ﬁ,ﬁ ) < 4.4 = O(nlogn) and
5

B8 = O(y/n) then we have

1 log %
Jn +
3) ReLU Link Function: In the previous sections, we fo-
cused on the case where the link function in model (T) satisfies
Assumption [T} Although this assumption includes several com-
monly used activation functions, it excludes the ReLLU function
where o(z) = max{0, 2} due to the boundedness assumption
of 0. Here, we will consider the ReLU link function as it is
a standard activation function in neural networks.

Similar to Assumption |1} we still assume that ||w*||s < W,
lz]lz < 1, and y € [-B,B]. Note that since ReLU is
Lipschitz, we can still use Lemma and it is sufficient
to consider the problem of minimizing L% (w). However,
the main difficulty now is that the surrogate loss function
¢(w;x,y) is no longer Lipschitz over the whole space R,
as Vl(w;z,y) = (c({(w,z)) — y)z is unbounded. Thus, our
above methods cannot be used for the ReLLU case, as all of
them need to assume that ¢(w; x, y) is Lipschitz over the whole
space. This is due to the fact that w and w! in Algorithm
may not lie in the constraint set W.

To address the issue, we make the key observation that
although the surrogate loss function /(w;x, y) is not Lipschitz
over the whole space, it will be Lipschitz over bounded
sets. Specifically, for any w with ||w|]z < W, we have
IVl(w;z,y)|l2 < W + B. Based on this observation, we
propose to constrain w over a bounded domain during updates.
To achieve this, we adopt the DP version of projected gradient
descent (DP-PGD) introduced in [18]], which adds noise to the
gradient and performs the projection operation after updating
the model, thereby enforcing w to be bounded during each
iteration. Building on Algorithm [3] we preprocess the data
with a JL matrix and project all feature vectors onto an m-
dimensional space before applying DP-PGD. Finally, we lift

ELp(wy) — Lp(w*) < O(

the private estimator to the original space after the DP-PGD
algorithm. See Algorithm [7] for the full details.

Algorithm 7 DP-Projected GD for ReLU Regression

Require: Private dataset: D = {(x;,y;)}}_;, ReLU link func-
tion o(w) = max{0,w}; privacy parameters 0 < €, < 1.

1: Sample a JL matrix ® € R™X% and denote D =
{((I)zla y1)7 Tt ((bxna yn)}'
2. fort=1,---,7T do
Update Wy as Wy = Oy [y —
77(% Z?:l(max{& <7j}t7 @xi>} yi)q)mi + <t)]7
where ¢ ~ N(0,0%1,,) with o2 = 22UWHD T oz g
W = {w € R"||lw|| < 2W} and II is the projection

operator.
4: end for S
_ T
5: return w = M

Theorem 5. Algorithm [7 is (¢,0)-DP for any 0 <
€,0 < 1 under the previous assumptions and m =
O(log(%)(ne)5). Moreover, take 7 = O(ﬁ) < 4 and
T = O(min{n

s}, in Algorithm 7] we have

_ . ~ 1 14/log1/6

_ < T ‘St =Rt
By combining the error bound of DP-PGD in [1§]]
with our analysis, we obtain a bound of O~(n7% +
min{v/d(ne)~!, (ne)~%}). This bound is worse than those
derived in the previous section because the ReLU link function
is not Lipschitz over R?. It is worth noting that [16] also
employs DP-PGD for convex generalized linear loss and
obtains the same bound. However, their analysis assumes the
loss function to be non-negative, whereas our loss function ¢

in (2) does not satisfy this assumption.

B. Misspecified Model

In previous sections, we focused on model where
Ely|lz] = o({(w*,z)). However, such an assumption is quite
strong. Instead of the well-specified model, we always en-
counter the misspecified one that does not directly impose
any probability condition on the label generating process.
Since the zero-mean random noise assumption does not hold,
we cannot apply Lemma which transforms the original
population risk to the population risk of a convex surrogate
loss. As a result, none of the above methods can be used
in this case. A natural question is, what are the theoretical
behaviors of GLMs in the misspecified model?

In fact, even in the non-private case, the problem of GLMs
in the misspecified model is quite challenging and is still
not well understood in general. Thus, rather than considering
upper bounds for general loss functions, we aim to illustrate
the differences with the well-specified model by examining

4This setting is also known as the agnostic setting in literature [26], [27].



specific losses. In particular, we will study ReLU regression
in the misspecified model.

Similar to the previous section, we will still ex-
amine the squared population risk function Lp(w) =
E(4,5)~p (0 ({w, z))—y)?. It is noteworthy that 28] shows that
in the absence of distributional assumptions on the marginal
distribution of =z, i.e., P,, finding a parameter w such that
Lp(w) < O(Lp(w*)) + o with some small error « is NP-
hard even in the non-private case. Therefore, compared to the
well-specified model, we need additional assumptions on P,,
and we will concentrate on the following isotropic log-concave
distributions, which include uniform distribution over [0, 1]%
and Bernoulli distribution.

Assumption 2. We assume the marginal distribution of z is
isotropic log-concave, i.e., Ep [z] = 0 and Ep, [z2T] = I,
and its density function f satisfies f(Az + (1 — N)y) >
f@) f(y)t=> for every x,y € Supp(P,) and X € [0,1].
Moreover, we assume ||z||2 < v/d and y € [-B, B].

To illustrate our idea, we first provide some notations. For
any function f : R? — R and distribution P for (z,vy), we
denote X{D = EzNPX [f( ) ] X?Dw = EwNPX [U(<w7 J}))JJ] and
xp = Eplyz]. Our method is motivated by the following
observations. Firstly, we can show that if Py is isotropic, then
for any vector w the distance between o and xp is bounded
by \/Lp(w), ie., [|x%° — xpll2 £ v/Lp(w). Secondly, for
ReLU regression, there exists a constant 4 > 0 such that
o is p-strongly convex w.r.t Py if the marginal distribution
is isotopic and log-concave [26], i.e., for any w,v we have
(Xp = X3 w =) > pllw—vl3.

Under Assumption [2|and the above strong convexity we can
show that for any vector w,

Ep[(o((w,z)) — o((w*, )))?*] < O(lIx5" — x5
<O(Ixz" = xrl3 + x5 = x»l3)
=0(Ix3" — x»3 + Lp(w)).

Thirdly, by the triangle inequality we can easily find that
Lp(w) < O(Lp(w*) +Ep[(o((w, z)) —o((w*, z)))?]). Thus,
in total we have for any vector w, Lp(w) < O(Lp(w*) +
X — xp||3). Moreover, we can easily get that x°» — xp
is the gradient of the population risk function of the surrogate
loss function in (2), i.e., VL5 (w) = x%% — xp. Thus, it
is sufficient for us to find a private estimator w to make
VL% (w)]|2 be as small as possible.

Although some previous studies have addressed finding a
first-order stationary point privately for population risk func-
tions, such as [2]], [29], [30], their methods cannot be applied to
our function L% because they assume that the loss is Lipschitz
over RY, which is not the case for our loss. To overcome this
challenge, we present a new algorithm, Adaptive DP Batched
Gradient Descent (Algorithm [§). The main idea is to partition
the dataset into several subsets and, in each iteration, use
one subset for private Gradient Descent. Although our loss
function /(w;z,y) is not uniformly Lipschitz over RY, we
can still find that ||V&(wi—1;2,9)]2 < \/EHwt_lHQ + B,

2)

whose upper bound only depends on the current model w;_;.
Therefore, we can still use the Gaussian mechanism with
sensitivity 2(||w;_1]|2+ B) to the gradient to ensure (¢, §)-DP.
Our algorithm is fundamentally different from previous DP-
GD based methods [13], [[18], as the Gaussian noise added
also depends on the current model. In general, our method
can provide a tighter bound, as ||w;_1||2 becomes smaller as
t increases, which implies that we add smaller noise to the
gradient.

Algorithm 8 Adaptive DP Batched Gradient Descent
Require: Private dataset: D = {(x;,y;)}";, ReLU link func-
tion ¢; privacy parameters 0 < ¢,§ < 1.

1: Partite the data D into T subsets {Dq,---
2: Denote the loss function ¢ as ¢(w;x,y)
y)dz. Initialize wo = 0.

,Dr} where

= [ o(z) -

3: fori=1,---,T do
Let w; = wi—1 — n(VLY(wi—1;D;) + (1) =
wi—1 — (=Y ,ep, (max{0, (wz LT} — Yi)T +

Gi-1), where Gy ~ N(0, o2 1) with o;_,
(f‘lwt 1H2+B) log(1. 25/6)

me

5: end for
6: return wr

Combining with all the above ideas, we can show the
following result for Algorithm [§]

Theorem 6. Consider ReLU regression and assume Assump-
tion 2| holds. For any 0 < ¢,0 < 1, Algorithm (8] is (¢, d)-
DP. Moreover denote w; = argmin,cge L’ (w) with ¢ in
[@). For any error a € (0, [Jwj||2), if n is sufficiently large

A dllwy|l24/log §log £ [lw; ||2dlog*
such that n > Q(max{ ik Il /sz 4})

setting 7 = O(log(||w;]]2)) and n < iﬁ in Algorlthm
we have the following with probability at least 1 — ¢ with

¢ > exp(—0(Vd))
Lp(wr) < 2(1+ 2p)Lp(w

)+

In Theorem [6] we demonstrate that for ReLU regression
under Assumption [2] the sample complexity required to
achieve Lp( ) —c- Lp(w*) < a with some ¢ > 0 is
O(max{-L =, a2 ). There are several differences in comparison
to the results in previous sections. Firstly, here we can only
obtain a bound for Lp (w)—O(Lp(w*)) instead of the original
excess population risk. In fact, this big-O term is necessary,
as [27] provides hardness results for Lp(w) — Lp(w*) < «
with o € (0,1), even if the underlying distribution is the
standard Gaussian. The second difference is that unlike the
previous results, where sample complexities are independent
of d, the sample complexity here depends linearly on d.
This dependency results from two factors: the magnitude of
noise added depends on V/d, and the estimation error of
[VL(w; D)||2 introduces an additional d factor. We cannot
use the same strategy as in Algorithm [2| since projecting the
data will alter the sample distribution and destroy the strongly



convex property. Therefore, even in the non-private case, there
is still a factor of d in the sample complexity.

V. EXTENSION TO TWO-LAYER NEURAL NETWORKS

In this section, we present an extension of our previous
methods to one-hidden layer fully connected neural networks.
Our focus is mainly on the cases where the activation functions
are either sigmoid or ReLU. We restrict ourselves to the well-
specified model. Before presenting the details, we start by
extending our model to a bounded noise setting in a high
dimensional feature space. We assume /C is a kernel function
in a Reproducing Kernel Hilbert Space (RKHS) H C R*
with some k, and ¥(-) € R is the corresponding feature
map satisfying |¢(z)|2 < 1 for all z € Py. We consider the
following model:

() + ox)) + ¢, 4)

where w* € H is the underlying parameter with ||w*||s < W,
¢(x) is a noise function which satisfies |¢(z)| < M, ( is a
random noise whose mean is 0 and ¢ is a (non-convex) link
function. Note that in the case of ¢(x) = 0 and ) is the
identity function, @) is equivalent to model (I). Similar to
the previous section, here we consider the squared loss where
Lp(h) = Egy)~p[(h(z) — y)?] for any function /[ and we
want to minimize the excess population risk:

Lp () =min Lp (k) = E (s ) p[(h(2) =0 ((w

We consider the model (EI) because, as we will show later,
for some one-hidden layer neural networks, we can always
find w*, ¢(-), and M to approximate the hidden layer, and
the link function o can be viewed as the activation function
of the output layer. We first present the following assumption
for this section.

y=o((w

Assumption 3. We assume that there exist constants W, G =
O(1) such that |[w*[l2 < W, y € [0, 1]F] and the link function
o : R — [0,1] is G-Lipschitz and non-monotone decreasing,
and has sub-gradient everywhere. Moreover, in model we
assume [|¢(z)||2 < 1 and ||¢(z)||2 < M for every x ~ P,.

To minimize the population risk, similar to the previous
section, we consider the surrogate loss

(w3 (x))
L w;z,y) = /0 (0(2) — y)dz. 5)
By Lemma [2| we can see the ¢ is 1-Lipschitz and G-smooth.
Similar to Lemma [3| the following lemma shows the relation
between the original population risk and the population risk
for the surrogate loss.

Lemma 7. For any w € H we have
Lp (w)—min Lp (h) < 4G (L% (w)— L5 (w

5Note that since we need to estimate both w* and ¢, here we use a function
instead of vector in the previous section.

Note that here we assume y and o is in [0, 1] is that there are commonly
used in practice. We can extend to any bounded interval.

(@) +o(x)))2]. ey V(@) P(a) T if 7y

N+A2G2M>*4+4G M.

By Lemma[7} we can see that it is sufficient to find a private
model that minimizes the difference between L%(w) and
L% (w*). To achieve this goal, we can use a similar algorithm
as presented in Algorithm [I] with the main difference being
the use of D = (¢(x;),v;),_, instead of the raw data. For
more details, please refer to Algorithm [0} Similar to Theorem
and 2] we have the following result.

Algorithm 9 DP Two-layer Neural Networks
Require: Private dataset: D = {(x;,y;)}";, link function
o satisfies Assumption [3} privacy parameters 0 <
€,0 < 1, 6 is an upper bound of the expected rank
D ic1 w@cz)?/’(l’z)i
1: Denote the data D = {(¢(x;), )}y If € > %, run
Algorithm |2 I with D. Otherwise run Algonthm I with D.

Theorem 7. Under Assumption [3| for any 0 < ¢,§ < 1,

Algorithm [9] is (e, §)-DP. Moreover we have its output w
satisfies
. \/Qlog% ,/log%
EL —min Lp(h) < O(mi ,
() —min Lp(h) < Ofmin{ ¥ == Y722
1
— +M*+M
+ \/ﬁ+ + M),
where 6 is an upper bound on the expected rank of
— d € 1 1
= O(mln{ﬁvf}) G
in Algorithm [2{ and n = O(min{ wf}) < & in

Algorithm [3| with m = O(log(n/5)ne)

Remark 2. It is worth noting that the rate of sample size
n 1n Theorem |7 I is lower than that in Theorem |1 I (n=7 vs.
n- 3) This is due to that in the noiseless case (M = 0), w*

is also a global minimizer of L% >(w), which is not the case
in model (). Therefore, we cannot rely on this property and
the smooth Lipschitz condition to demonstrate that the error
caused by projecting onto a lower space is O(%) Instead,
we can only use the Lipschitz condition to obtain an error of

O(7)-

One question is as we know L (w) — L5 (w*) < L% (w) —
min, gk L%(w), why we do not consider to bound the latter
term? Actually, considering the latter term will make us get an
error that depends on ||wj |2 with w} = arg min,,cgr L (w),
whose upper bound is unknown. Thus, we need to analyze
L5 (w) — L& (w*) directly. Fortunately, by giving a finer
analysis for the Phased SGD we can get such an upper bound.

Assuming that the term ¢(z) is a noise function that is
bounded by a sufficiently small constant A, Theorem
implies that if a function f can be approximated by an element
of an appropriate RKHS, then Algorithm [7| can be used to
obtain a private estimator. This is formalized in the following
corollary.

Definition 7 ((M,W)-Uniform Approximation). Let f be a
function mapping from domain & to R and Py be a distribu-
tion over A'. Let IC be a kernel function with corresponding



RKHS H C R* and feature vector 1. We say f is (M, B)-
uniformly approximated by K over Py if there exists some
w* € H with ||w*||]o < W such that for all z ~ Px we have

[f(z) = (w*, 9(z))| < M.

Corollary 1. Consider a distribution P such that E[y|z] =
o(f(x)) where o is a known G-Lipshcitz and increasing
function, and f is (M, W)-approxiamted by some kernel
function K and feature map v such that IC(z,z’) < 1. The
function h(z) = o((w, ¥ (z))) for the output w in Algorithm
achieves the same error bound as in Theorem [7}

Next, we will apply Corollary [I] to some neural network
models by using some recent results on approximation theory
for neural networks [20]. We consider the following one-
hidden layer neural networks with k-hidden units and one
output node:

k
y =Na(z) + ¢, where Ny : x — 02(2 bio1({as, x))). (6)
t=1

Here we assume |||l = 1, ||at||]2 = 1 for each ¢ and ||b]j2 = 1
where b = (by,--- ,by), and o1, 09 are two activation func-
tions. Here o satisfies the properties in Assumption [3and o
could be either Sigmod and ReLU activation functions. In the
following, we provide sample complexities to achieve an error
of o for these two cases.

Theorem 8. Consider samples {(z;,y;)}", are ii.d. drawn
from distribution P such that E[y|z] = Na(z) with o5 : R
[0,1] is a known G-Lipshcitz and increasing function and o4
is the sigmoid function. Then when n = O((%)ch +
(%)CM) with some constant C' > 0 we have

ELp(h) - min Lp(h) = ELp(h) — Lp(A2) < a.

Here h(z) = o((w, 1 (z))) for some feature map 1(x) € RPm

with D,,, = O(d®(°5 8)) and w is the output of Algorithm |§I

with the feature map ().

Theorem 9. Consider samples {(z;,y;)}? ; are ii.d. drawn
from distribution P such that E[y|z] = Na(z) with o3 : R —
[0,1] is a known G-Lipshcitz and increasing function and o4
is the ReLU function. Then when n = O(4C(%)1081/0 |

20(%)\/010g1/6)

]ELp(h) - Inhlan(h) = EL'p(h) - L’P(NQ) < a.

with some constant C' > 0 we have

Here h(x) = o({w,(x))) for some feature map ¢ (z) € RPm
with D,,, = O(%do(g)) and w is the output w of Algorithm
[9 with the feature map ¥(-).

Remark 3. The results for one-hidden layer neural networks
are quite intricate. Firstly, the sample complexity now de-
pends on poly(k) in the sigmoid case and depends on the
exponential of £ and é in the ReLU case, which is due
to the approximation errors using feature maps. However,
it is noteworthy that, similar to the GLM case, the sample
complexities are still independent of the data dimension. The

second difference is that Algorithm[9]is inefficient in the ReLU
case, as the dimension of the feature map will be exponential.
Hence, developing efficient algorithms for privately learning
one-hidden layer networks will remain an open problem.

VI. PRIVATE MULTI-LAYER NEURAL NETWORKS VIA
DP-SGD

In previous sections, we examined GLMs and one-hidden
layer neural networks, but there are three critical issues with
those results: (1) While we proposed several new algorithms,
DP-SGD based methods [7] are preferred in practice for pri-
vate neural network training. Can we obtain utility guarantees
for vanilla DP-SGD in [7]? Alternatively, how do different
factors such as the number of nodes, clipping threshold, and
iteration number impact the utility theoretically? (2) Most of
the aforementioned results rely on the well-specified model
assumption and the squared loss in population risk, which can
be too stringent in practice. Can we provide utility analysis
without these assumptions? (3) Previous methods for one-
hidden layer networks heavily depend on their specific forms
and cannot be extended to general multi-layer structures. To
address these issues, we study the utility of the projected
version of DP-SGD for general multi-layer neural networks
in this section.

We consider fully connected neural networks with depth
(number of layers) L, width m in each layer, and input data
dimension d. Such a network could be represented by its
weight matrices at each layer: For L > 2, let Wy € Rmxd
be the weight matrix between the input layer and the first
hidden layer, W; € R™*™ with [ = 2,--- L — 1 as the
weight matrices between hidden layers and Wy € R*™ be
the weight matrix between the last hidden layer to the output
layer For simplicity we denote W = (Wy,..., W). Then
the neural network on sample = can be written as

f(W,.T) = (\/TH) 'WLO'(WL_lU(WL_Q...O'(Wl.%‘)...)),

where o(-) is the entry-wise activation function. In this pa-
per, for convenience, we only consider the ReLU activation
function o(s) = max{0, s}, which is arguably one of the
most difficult activation functions to analyze due to its non-
smoothness. The general analysis framework is able to extend
to other activation functions like tanh, and sigmoid, as long
as the function is smooth almost everywhere.

Besides the neural network, we also have a non-
negative, differentiable, and S-Lipschitz convex loss function
0(f(W,z),y) (denoted as ¢(W;x,y)) which measures the
difference between the prediction of network and the ground
truth. In total, now our excess population risk is defined
as Eqx,y)~pl(W;2,y) — minwew Ex )l (W;z,y). We
consider the following assumption throughout the whole part,
which is commonly used in the previous work on analyzing
theoretical behaviors of multi-layer neural networks such as
(31, [32]].

"For simplicity, we assume the widths of each hidden layer are the same.
Our result can be extended to the setting where the widths of each layer are
not equal in the same order.



Assumption 4. Assume ||z|]s < 1 for all z € P, and the
parameter space of the network is W = B(0, R), i.e., for all
WeW:||Wilr <R, forallle L]

We aim to provide an upper bound on the excess population
risk for DP-SGD in Algorithm [I0] instead of developing new
algorithms. Note that there are slight differences between
Algorithm [I0] and the one in [7]]. First, in the first step of
Algorithm the initial weight matrices are i.i.d. sampled
from a specific Gaussian distribution, which is crucial for
our utility analysis. Secondly, in step 6, we need to perform
the projection after using the noisy and clipped sub-sampled
gradients to update our weight matrices. In fact, the projection
step is also necessary for our analysis. Finally, instead of using
the weight matrices in the last iteration, our output is the
average of all the intermediate weight matrices. We use the
average for convenience of analysis, but we can still obtain a
similar utility for the last iteration weight matrices by using
the same strategy as in [33]].

The main idea of our utility analysis is based on recent
developments in the Neural Tangent Kernel (NTK) technique
[34]], which explains the generalization behaviors and provides
theoretical guarantees for SGD in overparameterized neural
networks. To introduce the idea of NTK, we first recall the
definition of a Neural Tangent Random Feature function.

Definition 8 (Neural Tangent Random Feature). Let W)
be generated via the initialization process in Algorithm [I0}
Then the Neural Tangent Random Feature (NTRF) function is
defined as

Juk(W, @) = f(WO,2) + (0w [(WO,2), W).

Consider the parameter space B(W () ), the corresponding
NTREF function class is denoted as

FWD,0) = {furx(W,z) : W € BW O, w), ||a]]2 < 1.

Note that an NTRF function is linear. The idea of using
NTK to analyze the generalization performance of overpa-
rameterized neural networks is based on the observation that
the dynamic of wide neural networks under SGD is similar
to that of the corresponding local linearization. In detail,
let W® denotes the updated parameter vector after the t-
th iteration, and Ly = >Z, cp ((f(W®; x), ) denotes the
sum of loss with respect to f. Via continuous time gradient

descent we have W(+AH _ jy(t) — —nAtaaLV([f). Since

AfWM Dr) v (t) oW ) .

= = Vi f(WW, Dy )“5—, and by chain role
0

avgt = —anf(W(t)a DX)va(W(f),DX)Ls where

FWY, D) = vee([f WD, 2i)]aern)

is the vector of f(W® ;). The evolution of the neural

network f and f,,: can be written by

ot = —nO¢(Dx, Dx)ViLyww Dy,

Gradient of Neural Network
8fntk(W(t)7 DX)
ot

= —100(Dx,Dx)VLy .. (w® D)

Gradient of Local Linearization

where Q¢ (X, X) = By Vi f (WO, Dx) Vi f(WO D)T
is the NTK matrix and ©O:(Dxy,Dx) =
Vi fWO D)V fW® D)7 is the empirical NTK.
Recently, [35] gives the first non-asymptotic convergence rate
for the NTK matrix ©; and shows ||©; — ©g||r — 0 when
m is sufficiently large, i.e., the empirical NTK is proved to
converge to a deterministic kernel under the infinite width
setting [34] with high probability. Based on this, when m is
sufficiently large, from the above two equations we can see
a basic idea to approximate the gradients of neural networks
is using their linearizations, which are convex. Moreover,
we can also control the difference between f(W(") z) and
Ttk (W® 2) by the term ||©; — Og||r. Thus, via NTK,
analyzing the utility of SGD for neural networks will become
similar to analyzing the utility of SGD for convex loss.
Motivated by the above intuition, we finally get the following
theorem for the utility of Algorithm [I0}

Theorem 10. There exist constants ci,ce so that given the
number of steps T and ¢ = M/n, for any € < clq2T,

Algorithm [10] is (e, d)-DP for any 0 < § < 1 if we have

O/Tlog(1/8
o > chBioge(/). Moreover, for any ¢ € (0,e71],0 <

Y1,7v < 1, and ] > (, there exists
m* (&, R, L,S,T,C) = Q(Poly(S, L, R)T"C5[log(1/£)]°)

such that if C' < O(min{SL\/m,R}), m > m* , M >
Q(log %) and n > Q(C(ﬁm+\/m> T log(1/7) log(l/é))’ then

with probability at least 1 — & — v — 1 over the random-

ness of the algorithm, the excess population risk Lp (W) —
minwew Lp(W) of the output in Algorithm with step

size n = O( C%) is upper bounded by

Lg(%) + inf
T fEF(W©),

1 T
){f ;e(f(xi)ayi)}

Convergence rate . .
Approximation error

.~ L, “Ylog(L) log(L)ym2VT
+spip. ot e e T o

n2e

Privacy error

Remark 4. Compared to the results in previous sections,
Theorem [I0] provides a more complex upper bound. This upper
bound is composed of three terms: The first term represents
the sum of convergence rate and sampling error. The second
term is the minimum value of + ZiTzl £(f(x:),y:;) among all
reference functions in the NTRF function class. This term

arises due to the approximation error caused by using NTRF



functions to approximate neural networks. The last term corre-
sponds to the error resulting from the addition of extra noise to
gradients to ensure differential privacy. It is notable that when
€ = 00, 1.e., when in the non private case, our result will be
O(lnffe}-(w(o) { 27 LUf(x3),95)}+ %) Moreover,
when m, T — oo, the error will tend to zero.

Remark 5. Compared to the convex case, the impact of
parameters 7' and m on the bound in Theorem is more
complicated. For network width m, if it is large enough, then
fmk(W(O), x) will converge to a well-trained neural network,
as pointed out by [34], [36]], [37]]. In the interpolation regime,
the training error can be zero, which means the approximation
error tends to zero as m becomes sufficiently large. However,
m cannot be arbitrarily large because the privacy error depends
on poly(m). As for parameter T, it should not be too large
or too small. When T is large, the privacy error increases,
and when T is small, the convergence error becomes large.
Furthermore, the upper bound is independent of the clipping
threshold C' because we assume that C' < R and the step size
7 depends on % (which implies that C' cannot be too small).
Thus, when C' is in some range, it will not have a significant
impact on performance. However, the effect of C' when it is
large or small remains an open problem.

Remark 6. The main weakness of Theorem |10|is the assump-
tion of n > O(m), which contradicts the overparameterized
setting in NTK theory, where the number of nodes could be
far greater than the sample size n. To address this weakness,
recent studies have proposed additional assumptions on the
gradient or loss of neural networks, such as low-rank gradients
[8] and restricted Lipschitz continuity [38]. However, all of
these works only analyze the excess population risk for convex
loss functions. Since we can show, via NTK theory, that the
loss function is locally convex and has a bounded gradient
with large enough m with high probability, we believe that
it is possible to remove the dependency on the number of
weights in the utility by combining our theoretical analysis
with those assumptions. This will be left as future work.

A. Experimental Investigation

In order to validate the usefulness of the aforementioned
theorem and investigate the effect of hyperparameters on the
error, as mentioned in Remark E], we conducted experiments
using a three-layer MLP model on the MNIST dataset. The
training set comprised 60,000 samples, with each sample
represented by a 784-dimensional vector.

1) First, we aim to study the NTRF approximation
error in the bound of Theorem [0 with differ-
ent values of R and m, which can be approxi-
mated by solving the convex optimization problem
inffe]—"(Ww),R/\/ﬁ)ﬁZ(x,y)esg(f(I)vy) with pro-
jected stochastic gradient descent. In this particular
experiment, we set the width of MLPs for each layer as
{200, 500, 2000}, respectively. Each model is trained for
200 epochs with a learning rate of 1072, R/\/m varies

Algorithm 10 DP-SGD for Multi-layer Neural Networks

Require: : Private dataset: D, convex set W = B(0,R).
Parameters: learning rate 7, mini-batch size M, iteration
T, privacy parameter ¢ < 1, 6 < 1/n?, clipping constant
C.

1: Generate each entry of W,
N(0,2/m), I € [L — 1]. Generate each entry of W
independently from N(0,1/m).

2: fort=0toT —1do

: For each data (x;,y;) € D sample it probability p.

Denote the batch as B;.
4. For each (:cgt),yj(-t)) € By, denote gi(x Et)) -
t). (), ()Y
Let gi(v; (¢ )) = gt( /max(l % EC
Update we1ght matrlces as W(t‘”) = My(W® —
7 - (\Bt Z( ® 4 O)cp, gt( N + Gy)), where G; ~
N(0,0°1) drawn 1ndependently each iteration.

7: end for
8: return W, = LS W

(0) independently from

(0)

)||2)
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Fig. 1. Results of the first term in Theorem 8.

from 0.1 to 1.9 with a step of 0.2. Figure |l| reports the
average results of 10 runs.

2) Next, we investigate the impact of the clipping constant
C on the testing loss. To do so, we apply the DP-SGD
optimizer to a three-layer MLP model with a width of
256, and train the model for 200 epochs with a learning
rate of n = 0.01, using a training set of 60,000 samples.
We set e = 1 and § = 1/n?. The results are shown in
Figure [2|

3) In Figure [3] we plot the mean testing error and 95%
confidence interval based on 10 runs of the DP-SGD
optimizer with different values of m. The optimizer
is applied to a three-layer MLP model trained with a
learning rate of 0.01 and 200 epochs, using n = 5, 000,
e=1,6=1/n? and C = 20.

4) In Figure 4] we plot the testing error mean value and
95% confidence interval of 10 runs with different value
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of T', which illustrates how the testing loss will change
as T increases with the setting of n = 60,000 and m =
256. Other parameters are the same as above.

5) In Figure [5] we plot the impact of n on the testing
error of DP-SGD. In this setting, we choose the pa-
rameters satisfying the condition in Theorem [I0] with
m = (ni5)/2,T = 50nTs, ¢ = 1,6 = 1/n? and
C = 20. It is notable that our parameter setting is to
make each term in the upper bound decrease when
n becomes larger.

Analysis. The results presented in the above figures provide
insightful findings on the impact of different hyperparame-
ters on the excess population risk in DP-SGD-trained neural
networks. Figure |I| shows that the approximation error in the
upper bound of Theorem [I0] yields a small and meaningful
value, and that increasing the size of the hyperparameter space
R results in a smaller approximation error. Moreover, when
the network width m is increased, the approximation error
tends to zero, indicating that the NTRF space can better fit
wider neural networks on the training data. Figure 2] illustrates
that when the clipping constant C' is chosen from [1, 64], the
excess population risk remains unaffected, which aligns with
our theoretical analysis. The curves in Figure |3| and Figure
show that the excess population risk has a trade-off in
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Fig. 5. Impact of sample size n.

choosing the network width m and training iteration 7", with
neither of them being too large or too small. This is consistent
with our theoretical findings and our discussions in Remark
[l Furthermore, Figure [5] demonstrates that the performance
of DP-SGD is similar to that of non-private SGD when the
sample size is sufficiently large. These findings highlight the
importance of carefully tuning hyperparameters in DP-SGD-
trained neural networks and provide valuable guidance for
practical applications.

VII. CONCLUSION

We presented a comprehensive study on the theoretical
guarantees of DP Multi-layer Neural Networks. We started
by considering the case where there are no hidden nodes, i.e.,
non-convex Generalized Linear Models. In the well-specified
model, we studied the cases where the link function is Lips-
chitz and bounded (such as sigmoid) or unbounded (such as
ReLU). We also analyzed ReLLU regression in the misspeci-
fied model to highlight its difference from the well-specified
model. Next, we extended our techniques to two-layer neural
networks with sigmoid or ReLU activation functions in the
well-specified model. Finally, we analyzed the standard DP-
SGD method for general multi-layer neural networks and
provided an upper bound for the excess population risk.
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APPENDIX A
OMITTED PROOFS IN SECTION [[V]

Proof of Lemma 2l Note that by the definition of ¢ we have for any w,
Vz(wy Z‘,y) = (0(<w,x> - y) © L,
V2(w;z,y) = o' ((w, x) - xa”,

where o’(-) is a subgradient of . Since o is increasing, we have o’(-) > 0. Therefore we have V2/(w;z,y) = 0 and £(-; 7, y)
is convex and its Hessian matrix has rank at most 1. Since ||V/(w;x,y)|2 < 2BR and V*{(w;z,y) < GR*1y, {(:;2,y) is
2B-Lipschitz and G-smooth. O

Proof of Lemma (3. For any fixed = we have
(w,z)
Bl ) = Byl )] =B [ (0(e) ~9)de

(w,x) (w,z)
:/ (a(z)—Eyy)dZZ/ (0(2) — o((w", z)))dz

(w*,z)

_ /<w’””> o'(2)(0(2) —o({w”,2))) ,
(

z

1 * 2
2 55 (0((w, 7)) —o((w”,2)))",

where the last inequality is due to the fact that o is monotonically increasing and G-Lipschitz. Thus, taking the expectation
of = we have

L (w) — p(w) > 5Ealo((w,2)) — o((u*, 2)))?
= 55 (Ip(w) ~ Ip(w?))

O

Proof of Theorem [Il Before the proof, we first provide some notations. For any u,u’ € RY, let ||ul|y = VuTVV Ty as the
semi-norm of u induced by V, and let {u,u')y = uTVVT/

Since {(+;x,y) is 2B-Lipschitz and G-smooth, by Theorem 4.4 in [39] we can see it is (¢, 5)-DP when 1 < Z. For utility,
it is sufficient to show that

ELp(wi) — Lp(w™) < O(GBW(T + %))~ ®)

Our proof follows the proof of convex GLM in [9]]. We first show the following lemma.

Lemma 8. For each epoch i we have E[L% (w;) — L% (w;—1)] < W +2B2%n;.

Proof. For simplicity we omit the subscript 4 in w! and 7;. Denote ®! = ||w’ — w;_1]|?,, we have
O = @ —2(VL(w's 2t y"), w' — i) + 0P| VE(w 2ty
< @' —2(Ve(w'; 2ty ), w' — wi_q) + 49> B?,
where the first inequality is due to the fact that V/(w?; z¢,y?) in the span of V and ¢ is 2B-Lipschitz. Thus,

q)t _ (I)t-i'l

(Ve(w'; ', y"),w' — w;1) < o

+ 2B%.

By the convexity of L% and take the expectation w.r.t all the data we have

E[L(w") — Lp(@i1)] < E(VL (w'), w' — @; 1))
(I)t _ (I)t—H
<E[————]+2B%,.
2n



Thus, we have

E[2'] _ Ellwi1 —wi1 ]}
E[L% (w;) — L (w;_1)] < 2B - —V 4 2B,
(L (1) — Lp(in)] < 5 Y
O
Now we back to our proof. Denote wy = w} and (y = wo — wy, wWhere w; = argmin,,cga L%(w), we have
E[Lp (wy) — Lp(w})]
k
E[Lf (wi) — Lip ()] + > E[Lf (w;) — L (w;-1)]
i=1
~ ElG- [}
< D (S 2B + ElLp(we) - Ly (@)
i=1 v
Note that for all 2 < 3 < k, we have
ElGi-1llY = Ev[Ee, , [(ZVVTGalV] <072,
And when i = 1, E||;—1]|? < |lwo — w}||3. For E[L% (wy) — L% (wy,)] we have
. ; W B, /log 5
E[Lp(wk) — Lp(wr)] < 2BE[(C, 7)] < 2B1 < O(—— ).
en’
In total we have
k
E|[¢-1]|? _
SIStV | open) 1 EL () - L ()]
=1 ning
k floo 1
97.2 1 HwO _ w*”Q WB log 5
< —t=L 4 op%y) + 12 —£12 | 9B2R? o(—Yr——
- ;(2771'7% * )+ 2mm * .+ O ens )
comw L%, L)
- ne vn'
Note that by Lemma [3| we can see that w} = w*. Thus we have ELp(w) — Lp(w*) < 2G(EL%(w) — L (w*)) <
O(GBW(YVEES 1+ 40)). O

Proof of Theorem 2l We first prove the privacy guarantee. Let o < 1 be a parameter to be set later. From the JL property we
know that with m = O(bgaif;/“) then with probability at least 1 — 2 for all feature vectors we have [|®z;[> < (1+a)||z;]]2 <
2||zi||2, and || Pw*|2 < 2Hw [l < 2W. In the following we will show if the previous events hold (which is denoted as E)
then the Algorithm is (e, 3)-DP.

To see this note that ((w!; ¢, y!) = £(w}; @xl,yl), we have [|[V{(w f, zLyhllz = (o((wk, ®zt)) — y!)Pat||s < 4B and
l(wh; 2%, yt) is 4G-smooth. Thus, by Theoremlt is (¢,3)-DPif n < %

We then show the whole algorithm A is (e, §)-DP. Consider any event of the output S and any neighboring datasets D ~ D’,
we have

P(A(D) € S) = P(A(D esﬂE )+ P(AD) € S(E)

<eP(AD) € S[)E) + 5 +P(A(D) € E)
<eP(AD') € S)+4.

Next we will show the utility. For simplicity we denote the projected distribution P’ = ®P we first decompose the excess
population risk as the following:

E[Lp ()] — L (w”) = E[Lp: (wi)] — By pL*(@w", D) + Eq p L (Qw", D) — Lp(w").



For the second term by Lemma [3| we know w* is also the global minimizer of L%(w*) and by Lemma [2| we know it is
G-smooth, thus we have

Eg 5L (®w”, D) = Lip(w*) = Eg, (5,5 ~plg" (2w, @) — g% ((w*, 21))]

G
< VLp(w") + SE|(Ow”, ;) — (", 24) 3
G * *
— SE||(@u", 0a:) - (w",2:)| ©)
where the last inequality is due to that

~ 1
E., o|(®w*, ®z;) — (w*, 2;)| = E;,Eg|(Pw*, ®x;) — (w*, z)[* < O(Wa)

To bound the first term, we first ® and use a similar analysis as in the proof of Theorem [I] The main difference here we
use the following lemma instead of ||@;—1 — w;_1||3,. Note that it is always true as ||w;—1 — w;—1 ||} < ||W;—1 — w;—1]|3

Lemma 9. For each epoch i we have E[L%, (w;) — L%, (w;—1)] < W;Tﬂ +2B%p;.

Denote wy = dw* and (o = wy — Pw*, we have
E[L%, (wy)] — ELY, (Dw*)
k
i=1

k
IE||Q,1||% 2 0 0 /-
< ;(W +2B%n;) 4+ E[L%, (wy) — L (@)

Note that for all 2 < i < k, we have E||(;_12 = m72 ;. For E[L%, (wg) — L%, (wy,)] we have

WB,/log :
B{Ly (ws) — Ly (@0)] < 2BE[(Go,2)] < 2B < O(—— L)

In total we have
k

E|l¢i—12 _
SRt omy) 4 BiL () - L ()
i=1 v

k 2 |2 WB,/log %

MmT;_ 2 [|wo — Pw*[|3 2 p2 &5

< —— +2B“n)+ —————= +2B“R*m + O(—————

;( T )+ g M+ O(—=—)

,/mlog% 1
< O(BW(T + %))

Note that the previous bound only holds when || ®z;|| < (1 + logT 'n/ﬁ) which holds with probability at least 1 — 6. Thus we
can use the same argument as in the Proof of Lemma 8 in [[16] to transform the above result to a result of the expectation
w.rt ® with an additional logarithmic factor. Thus, in total we have

mlog &
E[L5 ()] — L (w*) < O(GW% + BW(\/F n %))

Take m = O(log(n/8)(ne)3) we can get ELp () — Lp(w*) < 2G(EL% () — L (w*)) < O(G*W B( Viees |

O
Proof of Lemma [6l Note that by our definition we have V fz(w;z,y) = xg;y(@u, x)), where
g5 (m) = Blm — prox; (m)]. (10)
Next we will provide an algorithm to approximate proxf (z) for given x. Recall that by the definition
B — ; B 2
prox, (m) = arg min[g*(u) + 5 |u —m|]



First we will show that prox/ (m) € [m— %, m+ %]. For simplicity we denote «* = arg min,eg h(u) = arg min,eg[g¥ (u) +

§|u — m/|?]. Then since u* is the minimizer of h(-) we have

0 < h(m) — h(u*) = g¥(m) — g"(u’) — 5 |u* —m?

= Dt =l < gVm) - g ().

Since we have g¥(-) is 2B-Lipschitz (Lemma [2). Thus,

4B
Sl = mP? < g0 m) - g0 w") < 2Bjm — '] = |m—u'| < 2.
That is
prox? (m) = arg min[g¥ (u) + g\u —m|?] = argmin[¢¥ (u) + é\u —m|?
9 u€ER 2 ueQ 2 ’
where Q = [m — @,m + @]. Moreover, on the constraint set Q, function h(-) is [S-strongly convex and 2B + 4B =

6 B-Lipschitz. Thus, from a standard result on convergence of Gradient Decent for strongly and Lipschitz functions (which
corresponds to Step 3 to 7 in Algorithm [] note that Step 5 is just the projection onto the set Q) in [40] we can see that after
T-steps we have

B 2 ) 72B?
S —u)? < h(d) — h(u*) < ——rx.
31— [ < hi) = hia) < 52
Thus we have |0 — u*| < ﬁlf/Bi Thus we have ||z8[(w, x) — @] — V fg(w; z,y)|l2 < %.

O

Proof of Theorem 3 We first proof the guarantee of (¢, §)-DP. Note that unlike Algorithm [2] here we use an approximation
of V fs(w; x,y). Consider a nelghbonng dataset D’ of D assume the different samples are in D; which are denoted as z! and
respectlvely Moreover we denote w," as the parameters when implementing the algorithm on D’. Then by our assumption
we have w! = w ¢ but wto # w, "t when to >t + 1. Moreover, for any ¢ty >t 4+ 1 we have
ot = wolla < ol ™! = meV fa(ule sl gl — wo Tl gV fs (w2 gl + 20

[as* ) 2

where xf(’ =+ xitf’ ifto=t+1and z! = xit otherwise. Note that since f3 is B-smooth. Thus, by using a similar proof as in
[41] we have when n < 3 and top >t + 2 we always have
g™t =iV fa (i~ g w4 V fpwf T g T < = w0 .

Thus, we always have ||w[® — w/t°||2 < Jwko™! — t"_le + 21;7.

When tp = ¢t + 1 by usmg a similar proof as in [41] ans since fg is 2B-Lipschitz we have ||wt°
iV fa(wlo 2l g —w T gV (w2 o) o < 4B Thus we have [Jw! T —w, 5 < 4Bni4-2ym;.

In total we have wao — wit“||2 < 4Bm; + 277ﬁt0. And thus ||@; — @}|| < 4Bn; + yn;(n + 1) < 5Bn;. Thus, the ¢3-norm
sensitivity is 5B7;. By the Gaussian mechanism we have the algorithm is (e, §)-DP.

Next we will focus on the utility. We first show the following lemma which follows [9] for self-completeness:

1 —

Lemma 10. Let o, be as in Theorem @ Then for each phase ¢, we have
Efljwi—1 — wi—1l7/] n 5n; B> . (BE[||w;—1 — w;—1]lv] +1)
2nin; 2 Vnlogn '
Proof. For simplicity we denote F(w) = E[fs(w;x,y)] omit the subscript i. Denote ®' = ||w’ — w;_1||3,, we have

ot = ‘I)t—277<vfﬁ(w atyh),wt = w1y + 0P|V fa(w's 2ty 13
< @' —2m(V fa(w';z' y), wh — wi_1) + 2nyllw’ — w1 |lv + 07 (v* + 4B?),

E[Fg(w;) — Fg(w;—1)] <

where the first inequality is due to the fact that V fz(w'; z*,y") in the span of V. Thus,

<Vf (wt.xt t) t = < P — ! _
B ’ Y ), w w1—1> = +'YHUJ wz 1HV+

4B?
o T(v* +4B).

2

Taking the expectation w.r.t all randomness we have
]E[(I)t _ q,t-&-l]

(VFs(w'), w" — @i—1) < o

+AE[w = wimally + 5 (07 +4B2).



By the convexity of Fj we have (VFs(w'), w' — w;_1) > E[Fg(w'") — Fg(w;_1)]. Thus, we have

E[Fp(wi) — Fp(wi—1)] < + EZIIw —willv]+ (’Y +4B?).

Next we bound the term >, [|w® — @;_1]|v:

[w' —@i_1|ly < lw'™" = Bially + lw' —w ™y
t
<< wimr = Wi llv + Y e — |y
=2

< VB 4+t —1)(2B + 7).

In total we have

E[Fp(w;) — Fa(w;-1)]
2o+ QE[V®! +1m,(2B +7)] + (7 +4B?)

E[®! 5n B2
[27] | 5n
2nn; 2

+y(E[VO!] + 3nnB),

where the last step follows from the fact that v =
have

lo < B. Since we have 1 <
gn

GBf’

1 2 1
E[Fs(w;) — Fa(w;—1)] < 1251;] + 57723 + (B]E\%fg]; =

Now we back to the proof of Theorem [3| Denote wy = w; and (p = wo — w* and by Lemma (10| we have
E[Fg(wy) — Fp(w")]

k
Z [F(wi) — Fg(wk—1)] + E[Fg(wy) — F(wy)]

wl\

E[|lwi—1 — wi-1l] n 51 B n (BE[[|wi—1 — wi—1]v] +1)
- 2n;m; 2 Vnlogn
+ E[Fp(wy) — Fp(wg)]
_ g BllGl) | nB® | BENG ] + 1
— 2y 2 Vnlogn

+ E[Fi(wr) — Fp(w)].
Note that for all 2 < i < k, we have

El|Gi-1]} = Ev[Ec,, [ VVT G| V] < 07
And when i = 1, E||¢;—1]|} < ||lwo — w}||3. For E[Fg(wy,) — F(wy)] we have

WBR,log 1
E[Fg(wk) — Fg(’u_}k)] < 2BRE[<<}C,£E>} < 2B, < 0(7

NG

€en

we have 3n;nB < /n. In total we



In total we have

k
E[Fs(wx) - Fpw)] < 3 Elloitliv] , 5B | BEllGallv]+ 1

— 2y 2 Vnlogn

Olog% 1
< O(B(wo — w3 + 1><—Vm + =)

+ E[Fg(wi) — Fp(wy)]

Jn
zk:[%{l 5mB* | B(VOri1+1) WBy/log 5
— 27]1'711' 2 flOg’l’L 3

0log L
<omrp V0, 1)

ne  n

Thus, by Lemma [] we have
ElLp)(wx) — Lp(w") < 2G(ELb(w) — Ls(w")

Hlog% 1 GB2
< O(GWQB(T + %) + 5

5) we can get the result. O

Take 8 = O(

Proof of Theorem @ The proof has the same idea of the proof in Theorem 2} And here we use the proof of Theorem [3]
instead of Theorem [T} For simplicity we omit it here. O

Proof of Theorem [l First we will show the (e, §)-DP guarantee. Slmllar to the proof of Theorem [2] we know that when
k= O(logn/é) with some o < 1 we have with probability at least 1 — 2, || ;][> < (1 + a)||z;i[2 < 2 and ||Pw*||> < 2W.
Under this event we can easily calculate the /3-norm sensitivity of 1 Zl 1 (max{0, (¢, Px;) } — y;)Px;, which is W.
Thus the line 2-4 is (e, $)-DP and the whole algorithm is (e, §)- DP.
Next we will show the utility, note that line 2-4 is equivalent to using the projected gradient descent to L‘(w; D) with
l(w;z,y) fo — y)dz. Then denote P’ = ®P and w = @ we have

EL (@) — Liy(w*) = [ELb, (i) — EL (@uw*, D)] + [EL'(®w*, D)] — L (w")]
< (L () ~ min L (w)] + (L (r-41)) — L ()]

For the second term due to Lemma (3| we known w* is the global minimizer of L%(w) and thus VL% (w*) = 0, moreover we
can see { is 1-smooth, thus we have

- 1
EL‘(@w", D) - L (w') < SE[|(@w’, 2) — (w*,z)[?]
Wil 0
< O(Wa?) = O(ﬂ).
m
For the first term, we have

ELS% (0)) — ELY(®w*, D) = ELY, () — ELS, (dw*) < ELS, (w)) — néiV% L5 (w)

= EL%, (w)) — EL*((w, D) + EL*((w, D) — EL*((@*, D)

Since ¢(w; ®x;,y;) is a 2(4W + B)-Lipschitz and 4-smooth function and the algorithm is just the PGD for the empirical risk
function. The first term, which is the generalization error is bounded by Lipschitz times the stability i.e., O(W + B )2%)
The second term is bounded by the excess empirical risk, we have

E[| @1 — 0" [|3) < Ell@y — @ — (VL (@, D) +1)]13

< Bl — @[3 +n*|VL (e, D)II3 + n*o*m — 2n(L" (i, D) — L (@, D))

< Bl — 0" |3 + 4P (AW + B)? + nfo*m — 2q(L'(dy, D) — L(a", D))



Thus, taking the sum for t =1,--- ;T we have

B B P | )
V@ D) - 2t ) < Bl = n(W + B)?mT log(1/9)
n

+4n(4W + B)2 + O(* 2

)-

In total we have
I/V2 n(W + B)*T'mlog }
nT n2e?

ELS, (1)) — ELY(®w*, D) < O(— + (W+B)277GTT +n(W + B)?).

Note that the previous bound only holds when || ®x;|| < (1 + log v/ ”/ ) which holds with probability at least 1 — §. Thus we
can use the same argument as in the Proof of Lemma 8 in [[16] to transform the above result to a result of the expectation
w.r.t & with an additional logarithmic factor. Thus we have

W? (W + B)?*Tmlog ¢ N

~ T Wlogn/d
EL .y <0 w4 B2 O8O Ly 4 By2y,
p(wri1) — Lp(w®) < (UT 202 (W + B) ot +n(W + B)7)
_ w W 1
Thus, when take n = o max{(w+B)7(W+B)\/mTlog(l/5)} < (W+B)VT <zad T = O(min{n, W}) we have

W(W + B) n W (W + B)y/mlogl1/é n Wlogn/é

ELL —LE(w*) <0
P(wT+1) P(w ) <O( N ne m

).

Take m = O((ne)3 logn/§) we can get the result. O

Proof of Theorem [0l We first show the proof of privacy. Note that since each iteration we use one data D;. Thus, it is
sufficient to show the algorithm is (€, )-DP in the i-th iteration with fixed w;_;. This is true since the ¢3-norm sensitivity of
VL (wi_q; D;) is W based on our assumption.

Next we will focus on the utility. By the concentration property of Gaussian distribution we know that with probability
(Vd||w;—1|2+B)* log £ log }

at least 1 — ¢, we have ||(;_1]]3 < O(d — ). Thus, with probability at least 1 — ¢, [|¢i—1]]3 <
) 2 r 1
O(d(ﬁ‘lw“”bﬂtil log ¢ log 2) forall i =1,---,T. Below we will always assume this event holds.

Before our proof we first recall the following lemmas:

Tw

Lemma 11 (Corollary 2.4 of [26]). If Py is isotropic, then for any vector w, the distance between x5
by /Lp(w), ie, [[x5" — xpll2 < v/ Lp(w).

Lemma 12 (Lemma 4.2 in [26]])). Under Assumption , we have Ep[(o((w, z)) — o((w*, 2)))?] < p(|[xp* — x5 ||3) with
some constant 4.

and yp is bounded

Thus in total we have

Ep[(o((w,z)) — o((w*, 2)))?] < u(Ix3" — X3 1I3)
<2u(llx3” — xpll3 + x5 — x2ll3)
< 2uLp(w*) + 2p]| VLp (w) - (11)

On the other side by the triangle inequality we have

Lp(w) < 2Lp(w") + 2Ep[(0((w, z)) — o((w", 2)))?].

In total we have
Lp(w) < 2(1 + 20)Lp(w") + 4| VL (w) 2.

In the following we will bound the term of ||V L% (wr)]|2 in Algorithm [8] We recall the following lemmas in [26].

Lemma 13. Consider a ball B(0,r) with radius r, under Assumption [2} if o is the sigmod link function. Then as long as

n> 0% log §<r+1>2>,

we have for fixed w € B(0, )
1 n
= Z(a((w,xﬁ) —yi)zil2 < a.

n-
i=1



Lemma 14. As long as a < [lw}]|2, ¢ > exp(—O(V/d)) and

with probability at least 1 — ¢ we have for all w such that § < [|lw — wy||2 < 2||wy |2,
(VL (w; D) = VL (wy; D), w = wy) = 7llw — wi||3 + B[ VL (w; D) = VL (wy; D)3
: _ _1
with 7= £ and 3 = §
Now lets back to our proof, we will first show that ||w; — wj||2 < 2||w]||2 for all ¢ =0,--- ,T when n is large enough:

w; 1| 2log Llog L .
Lemma 15. Suppose the event of ||(;_1]|3 < O((\/EH 1"2;236)2 o5 ¢ log 2) for all 4 = 1,--- ,T holds, then we have ||w; —

" * . ~ wy o o
wZH? < 2”ng2 forall =0, ---,7 when m > Q( /%(4,’74_ %)(\/EH z”2+B)E\a/l g1/d1 gl/C)

Proof. We will show it by using induction. This is true for ¢ = 0 since wg = 0. Suppose this is true for some ¢ — 1, then our
goal is to show ||w; — w*||2 < 2||w}||2. We consider two cases.
The first case is 2||wj |2 > ||w;—1 — wj|| > §. Then we have

Jwi — will3 = lwi—1 — wil|3 = (VL (wi—1; Di) + i1, wiy — wi) +° VL (wio1; Ds) + Gioal3
= lwie1 — will5 = (VL (wi—y; Di) = VL (wj; Dy), wi—y — wy)
+ 0PIV L (wimr; Di) + G 13 — n{V L (w5 D) + Gim1, wi1 — w))
< (1 =7n)|wiey —wi |3 = nBIVL (w;—1; Di) — VL (wj; D)5 + 207 VL (w;—1; Di) — VL (wy; Dy)|3
+ 202 |V LA (w}; Di) + G ll3 = n(V L (w}; Di) 4 Gimvy wima — wy)
< (1=mn)|wi—y —wi 3 —n(B - 277)HVLZ(U)Z 17 D;) — VL (w5 D)5 + 4n°|| VL (wi'; D) |13 + 4n?(|¢i—1 13

+ T = wi 3+ LNV 2 s DI + Dl

< (1= Ty — w3+ (o + )HVL‘(% DIE +nldn + D)ol (12)

= (1= T~ 4 i + DI DI + O + ) WAtz ¥ D) hos(1/0) g 1/¢
<=0+ Otn+ 5 1"“}453;"“/ lwss — w3+ mldn + D)V L (i D)3

+O(dn(4n + T) (\wa@ o i};:g“/a) g 1/C) (13)

where the first inequality is due to Lemma [T4] Thus, we can see that when

> Q(\/n n id\/logl/élogl/f)7

T T2 €

P . ~ wy \/lo o
take @ = /gy’ in Lemma and when m > Q(y/d1(4n+ 1) (Vg ”2+B)Ea1 gl/ol gl/C). Then we have

* (|12 20[2 * (|12
lwi —wi )3 < (1— *)llwz 1= wpllz + == < 4flwg .
We then consider case 2 where [|w;—1 —wj||2 < §. Then we have

Jw; — w2 = |wi—1 — wj — n(VL (wi—1; D;) + (iz1ll2
< lwi—1 — wi — (VL (wi—1; D;) — VL (wj; Di)ll2 + 0llGi—1ll2 + 0l VL (w}; D;) 12
< lwimy — will2 + 0l|Gi—1ll2 + 0| VL (wi; Di)|l2 < o < [wi |2,

where the second inequality is due to the convexity of the surrogate loss ¢ such that (VL (w;_1; D;) — VL*(w}; D;), w;—1 —
wy) > 0. Thus we can see in both cases we have ||w; — wj || < 2||wj||2. Thus we complete the proof. O

Next we will proof the main theorem.



Suppose there exists a ¢ such that for i <, we have ||w;—1 — w}||2 > %. Now consider in the i-th iteration where i < ¢, if
[wi—1 — wgll2 < |lwp|l2. Then
wi — wi |3 = lwi—1 — wil|3 — (VL (wi—1; Dy) + Gy, wimy — wp) + 0 VL (wi1; D;) + Gioa |3
= [Jwi—1 — wj |13 = (VL (wi—1; D;) — VL (w}; D), wiy — wy)
+ 0P| VL (wi—1; Di) + Giall3 — n(VL (wj; D ‘)+Ci 1, Wi — wy)
< (1 =rn)llwi—y — wi |5 —nBIVL (wi—1; Di) — VL (wj; D)3 + 20°| VL (w;—1; D;) — VL (w; Di) |3
+ 207 [VL (wi; Di) + Gieal|3 = n{V L (wps Dy) + Gim1, wimy — wyp)
< (1= m)|wi1 = will5 = n(B = 20)| VL (wi—15 D) = VL (wj; Di) |5 + 40? ||V L (wy; Di)ll3 + 40* (|G- |13
+ Sllwimy = w3+ 2IVL (i D)3 + LG

(1——)||w2 1= wi |13+ n(4n + )HVLK(W, D)lI3 +n(4n + )IIQ 113,

where the first inequality is due to Lemma Since we have [jw;_1 —w*|]2 > §, and take o = /WEH)QQ in Lemma
. * . T
and since m > Q( dL(4n + %) (B+Vd||lw;|]2)y/log 1/¢log 1/5 ) and [Jw;_1]]2 < 3||wj||2, we have for i <t

(o4

2 2
a2
i 9

T

1
1- 1 - 4 —
s =i 3 < (1 = 1)l =+~ (4 + D) g

2
202
< o 3 + 20 < afjuwi .
Thus, we can see that as long as for i <1, [w; — w*||2 > ¢ and [Jwy — w}|| < [Jw}||2 (this is true since wy = 0) we always
have ||w; — wjll2 < 2||wf||2. Thus, we can always use Lemma

Now we consider several cases:
Case 1: If for all i < T, ||w; — wj||2 > §. Then by the above inequality we have

3
N ™ N 1 1 72 o? ™ N 202
Jwr —wi 3 < (1 - 7)T||w0 — w3+ (477+ )W‘*‘) o® + 3 <({1- ?)THwKH% T
Thus, take T = O(%) O(%nlog(szHg) we have
202 2a% _ 4a?
Jwp —w*|3 < =+ " < —. (14)

9 9 9

That is [|wr — w* |2 < 22.
Case 2: If Case 1 does not hold, then if there exist a £ < T (we assume £ is the largest one) such that when i = £ we have
wi —wil2 < % and [Jw; — w}|l2 > & for T >4 > ¢+ 1. Then

wiy — will2 = llwg —wj — n(VL (wg; Dy) + ()2

< lwg — wy — n(VL (wg; D;) — VL (w;; Dy)) 2 + 0ll¢zll2 + 0l VL (wi; Dy)||2
a o« .

< [lwg — will2 + nll¢ell2 + NI VL (wy; Dy)|2 < 3 T3 < 2wl

where the second inequality is due to the convexity of the surrogate loss £ such that (VL (wz; D;)—V L (w}; D;), wi—w}) > 0.
Thus, we can use the same argument as Case 1 and show that

202

o~ < Za?. (15)

2
lwr —wi 3 < (1= )" Hlwgyy —will5+ 3¢

Case 3 If Case 1 and Case 2 do not hold, then that is [|wr — w*|]2 < §.
Thus, in total we must have ||wr — wj|2 < a with probability at least 1 — 3(. Note that
IVLE (wr)ll2 = IVLp (wr) = VL (wy)]l2 < [lwr — w2 < o. Thus

Lp(w) <2(1 4 2p) Lp(w®) + 4pc.
Take o« = % we can get the result. O

2
Proof of Lemma [7l We denote ) (b))
U(w; z,y) =/ (0(2) — y)dz.
0



For any fixed = we have

- (w,(x))p(
By [{(w; 2,9)] — By [f(w*; 2,)] = E, /( (0(2) — y)dz

w* () +¢(x)
w,(x)) p(z)
= /< (o(2) —Eyy)dz

“(z))+o(x)
(w,y(z)) ()
(0(2) = o((w*,¥(2)) + ¢(2))))d=
“p(z))+o(x)

/ W@ o (2)(0(2) — o((w*, () + ¢($)))d

w0 (@) + () o' (2)

> ﬁ( o((w, ¥ (x)) + ¢(x)) — o((w*, () + p(x))?

(ot b)) ol o) 0D
(o((w, () — o((w*, (x)) + P(x)))?

orel 5 - G?M?).

)

On the other side we have |0(w; z, y) —(w; z,y)| = | f<:)ﬂf(%)>>+¢(x)(a(z) —y)dz| < |¢(x)| < M. In total take the expectation
w.r.t © we have

z

>
2G

()

>

Lp(w) — Lp(w*) < 4G(L5(w) — L5 (w*)) + 2G*M? + 4G M.
O
Proof of Theorem [7} It is sufficient for us to only consider the term of LY (w) — L% (w*). We can just use Theorem [1] to get
the bound of O(@ + f) For the other term, we can following the proof of Theorem [2| The only difference is that
here we do not have @) as w* is not the global minimizer of L%(w). Thus, by the Lispchitz condition we have
Eg 5L (Pw*, D) = L (w*) = Eq (4, y)~plg” ((Pw*, D)) — g% ((w*, z;))]

logn/é)'

< 2Eg o |(Qw™, Pz) — (w*, z)| = O(W Jm

Thus, similar to the proof of Theorem E] in total we have

mlog &
L) - La(w?) < OW—= + w28 4 Ly

Jm ne | Vm

Take m = O(log(n/d)ne) we can get the result. O

Proof of Theorem [§] and 0] . We first recall the following two lemmas that the neural networks we considered can be
uniformly approximated.

Lemma 16 ( [20])). For N5 with the sigmoid function oy and G-Lipschitz function o9, there exists a kernel K with K(z,z') < 1

and feature map ¥ (z) € RP» (D;, =14+ d+---+d™ and m = O(log(- -))) such that A is (\fao,( )c)-uniformly
approximated by kernel K with some constant C' > 0 for any «y.

Lemma 17 ( [20]). For N5 with the ReLU function o; and G-Lipschitz function o3, there exists a kernel K with K(z,2') <1

and feature map ¢(z) € RP» (Dy, = 1+d+---+d™ and m = O(+- -) such that Ny is (Vkag, 2 )—umformly approximated
by kernel C with some constant C' > 0 for any .

@
GVk
APPENDIX B
OMITTED PROOFS IN SECTION [V]]

Thus combining with the previous two lemmas with oy = and Corollary EI we have the proof. O

In this section we provide the proof of the theorem by applying the following technical lemmas. To begin with, we introduce
some extra notations. Following [42], for a parameter collection W and ¢ € [n], we denote the [-th hidden layer output of the
network as

h;; =

)

O’(Wlh“_l) if l € [L — 1]
X; ifl=0



We also define the binary diagonal matrices
D, = diag(ﬂ{(WlhiJ)l > 0}, ...,H{(Wlhi}l)m > 0}),l € [L—1]

For i € [n] and [ € [L — 1], for the collection of initialization parameters W), we use hl(.?l), D;OZ) to denote the initial hidden

layer outputs and binary diagonal matrices. We introduce the following matrix product notation used in the previous related
work [32]], [43]], [44]:

lg .
M, M, _i..M fly <l

I otherwise
r=I| 1

With this notation, we rewrite the neural network in the matrix representation from:

Jm - W[ D Wby, 1€ (L —1]

Wu i) =
fWxi) {\/ﬁ.th{ll =1L

Under this notation, one can calculate the gradient of f(W,x;) as follows:

v (W (IT5h Dir W) Dy Thy -y L€ [L—1]
vm - hgl l=1L

The following lemma shows the error between neural network function and its linearization under NTKF for all W €
B(W© w) with some small w.

Vw, [(W,x;) = { (16)

Lemma 18 (locally linearization of neural network, Lemma 4.1 in [32[]). There exists an absolute constant x such that, with
probability at least 1 — O(nL?) exp[—Q(mw?/3L] over the randomness of W), for all i € [n] and W € B(W©) w) with
w < kL™ 5[log(m)]~3/?
FWx1) = faok(Wixi)| < O (w2 L3/mTog(m))
Given the lemma [18] since the loss function is convex we can show the objective function is almost convex near the

initialization. This implies the dynamics of the DP-SGD algorithm given in Algorithm [T0]is similar to the dynamics of convex
optimization.

Lemma 19 (locally almost convexity). There exists an absolute constant x such that, with probability at least 1 —
O(nL?) exp[—Q(mw?/3L] over the randomness of W%, for all i € [n] and W/, W € B(W©® w), any A > 0, with
w < KL~ %m~=3/3[log(m)]~3/2A3%/* it holds uniformly

Li(W') > Ly(W) + (VL;(W),W — W) — A
Proof of Lemma By the convexity of loss function ¢ we have
Li(W') = Li(W) = L(f(W'sx;),y:) — L(f(W3%:), ys)
> (f(Wixi),9:) - (F(W'x3) — f(W5x5)).
By the triangular inequality

[ (F(Wsxi), ) - (F(W'ix0) = F(Wsxa))| = [0 (F(Wixi), 43) - (VF (Wi x), W — W)
= O(fWixi), ) - (F(Wsxi) = f(Wix) = (VAW x;), W — W)
where we could decompose the last term in the right side of inequality into |¢'(f(W;x;),yi)| - ([f (W';%;) — free(W'5x;)] —

[f(W;x;) — fnee(W;%;)]). Now we can apply the linearization approximation Lemma [18 and ¢(-) is S-lipschitz with respect

to W to obtain the following inequality
Li(W') — Li(W) > (VL;(W),W’' — W) — O(Sw*?L?\/mlog(m))
> (VL/(W), W' — W) - A

The last inequality holds if w < kL ~5m=3/8[log(m)]~3/2A3/* for some constant . O

With the lemma [I9] it is clear the loss of neural network is almost convex. This inspired us to analysis the dynamics of the
DP-SGD algorithm By carefully select learning rate and number of iteration, the DP-SGD algorithm is similar to the
noised SGD convex optimization. Algorithm 5 is similar to the dynamics of convex optimization. In the following we will
show the loss function is locally Lipschitz.



Lemma 20 (Lemma 7.1 in Allen-Zhu [42]). If € € (0, 1], with probability at least 1 — O(nl) - e2me*/L) over the randomness
of W we have

Vien],le[L]:||hig]l €[1—¢€1+¢ (17

Lemma 21 (Lemma 8.2 in Allen-Zhu [42[]). Suppose w < m
probability at least 1 — e=(m~**L)_for every W € B(W©®), ),

[1his = RO < OWL*?/logm) (18)

Lemma 22 (Locally Bounded Gradient). There exists an absolute constant « such that, with probability at least
1 — O(nL) exp[—Q(mw?3L] over the randomness of W, for all i € [n], I € [L] and W € B(W© w), with

w= \/% < kL 5[logm]=3

for some sufficiently large constant C' > 1. With

D [[Vw, f(W;x;)|[r = O(v/m)
2) [[Vw, Li(W)|r = O(Sym)

Proof of Lemma Observing that the loss function ¢(-,y;) is assumed to be S-lipschitz for any y;, it is sufficient to show
that the gradient of f,,¢x(W,z) is bound with high probability.

By Lemma with probability at least 1 — O(nL) - exp[=Q(m/L)], [|h),||2 € [3/4,5/4] for all i € [n] and I € [L — 1].
Moreover, by Lemma [21| and the fact that o(-) is of 1-lipschitz continuity, with probability 1 — O(nL) - exp[—Q(mw?/3L),
IIh;; — h'%]|, < O(wL3/2\/Togm). Therefore, by the setting of neighborhood w = R - m~'/2 and the assumption of m, we
have ||hy||o € [1/2,3/2] for all i € [n] and [ € [L — 1]. Note by Lemma [T9] that this implicitly indicates that

R -
T < KL= m =38 log(m)] 732 A%* — ms > Q(RS%L%A%). (19)
The above statement tells that the output of arbitrary hidden-layer h;; lies in a small region, therefore plugging in for
Vw, f(W;x;) we can get the desired result. O
s

Lemma 23. When M > Q(log %) we have with probability at least 1 — ~ for all ¢ € [T7,
Ci1>0

B;| > C1 M for some constant

Proof. By the subsampling procedure we can easily see E[|B;|] = gn = M. Thus, by the Multiplicative Chernoff bound we

can see for all t € [T
2

P(||By| — M| > yM) < 2exp(—~

. - \/3log T T
Thus, we have with probability at least 1 — v we have |B;| > (1 — W)M . Thus when M > Q(log =) we have the
result. O
Lemma 24. Gaussian vector norm tail bound Let X ~ N (u,0I) where 1 € R™ and o € R. For any ¢ > 0, with probability
at most 1 — 2exp(—5-17)
IX = pllr <t

Proof of the Lemma Let Y ~ N(0,I), then ||X — u||r =¢ ||0Y||r. For all t > 0 and s > 0, based on the inequality
from Lemma 4 in [45], we have

P(loYllr >1t) < P([lo Y]l > 1)

< e—st H E[eXp(tU|YZD]

i=1
< 2exp(s’no /2 — st)
< min 2 exp(s?no/2 — st)

t2
< QGXP(%)



Q(C(fmﬂ/i) v T log(1/v) logl1/9) ), then with probability at least 1 — O(nL?) exp[—Q(mw?/3L] — v over the randomness of

W () and the noise, for all t € [T] and W* € B(W©) R/\/m), any A > 0, with set size nT = @(K%ngl) A=0( “R)
with m > O(L% R?*A=145~8C~8[log(m)]'?) it holds uniformly

Lemma 25 (Dynamically Cumulative Loss). If Lemma P3| holds, ¢ < O(min{SLym,R}) and n >

T
SL
> L(W®) — Li(W*) < U\FZHGtHF—FBTA

t=1 t=1

Proof of Lemma 23] First we show that following the DP-SGD update rule, the parameters would be restricted within a small
region near to initialization by choosing some artificial parameters. By Lemma there exists some small enough
positive constant C1, suppose w = C1 - L~ 5m=3/8[log(m)]~3/2A3/4 > \/% such that the conditions in the above mentioned
three lemma hold. Recall the update rule is

. 1 i
WED  Projy, (WO — . (‘ Bl S a@l)+Gy).
@ 4O)en,

C(VLm+vmd) Tlog(l/v)log(l/S))
Re

Assume the sample size n > Q( , we can have the following inequality with probability at

least 1 —

T
T 0 -1
Wi = Wille < 321w = Wi

T
1 -
<0yl > GG +Glr
t=1 | Bt ®
- ("9, )EB:
<2TmR
SL2R3

NN

)

<w

The first inequality follows by the triangle inequality. The second inequality could be seen from the update rule. The third
inequality holds since by Lemma and Gaussian tail bound we have with probability at least 1 — v, for all ¢t € [T

both |B;| > Q(M) and ||Gi||r < O(Al(fm+ﬁ)§3”tilog 1/‘SlogQT/ﬂf) holds, which indicate Zthl [|Gellrp < TR if n >

~ m m (0] (0] . .
Q(C(ﬁ +vmd) VRT;I g(2/7) log(1/2) ), and the assumption that C' < R. The fourth inequality holds due to that

SL?R?

=0(xevm

). (20)

The last inequality holds, if m > Q (S~8C 8L R?* A~*[log(m)]'?). Thus we have W! € B(W®) w) with high probability
for all ¢ € [T)]. Suppose W* € B(W®) w* = R/,/m). Following above setting, Lemma. .hold Then for any positive



constant A > 0 the following inequality holds.
Li(W®) — L, (W*) < (VwL (W®) WO —wW*) 4 A

max( ||gt(2t)”F)<ngt($t)’w(t) _W*> +A
1 gi(x "
— o max(1, B 2w - we

CIIWO W pga()]2) + A
C? 1
< max(1, 1Bt )”F>{”—+—mw ~ W

— WD — W3] + *HGiIIF

Zl\gt ) = &(xo)|[F} + A

C 2
* n
— (WD — W [F] + SlIGall7} + A

nC? 1
< max(l, ||gt($t)‘|F){ Ui + 5[va(t) o W*H%‘

The first inequality follows by lemma The second equality is a direct application from the definition of inner product in
metric space. The third equality holds because the connection between inner product and norm in metric space.

Thus by telescope summation and simply removing the negative term, the cumulative loss could be bounded by any loss near
the initialization parameters

T T
3Tnc2 1
L W(t) W* ||gt( )HF = W(t) —W* 2
E a §:1 L(W7) + max(l, == + ;:1 ] 7

T
* n
~ WO - W+ 53 G ) + 7
t=1

3rnC? 1 .
=) 5 +;[||W(0)—W||%

. ||t ()| 7
L,(W )—&—Irel%( o

I
B

-
l
—

T
\ U
— (WO =W+ 5 Y _lIGal7} + TA
t=1

SL\/E{3T77C2
C 2

M=

LR 77 d
Li(W*) + O( 5leGtH%HTA)

H
I
—

L(W*) +0<SL”*FZ G|+ TA)

MH

t=1 =1
The third inequality holds because C' < max;c[r) ||t (x¢)||r = O(SLy/m). The last inequality hold if
AV
L/mTnC < O(TA <O(=——7=—= 21
SLVmTHC < O(TA) = 1< (g7 =) e
SL2R? SL?R?
<0O(TA T>U———— 22
G <OITA) = T > (5 r) )
Thus, combining (20), (1) and (22) we must have
(23)
a0l 24)
VT
O

Next we can verify the loss function L;(W(®)) in the DP-SGD algorithm [10| is bounded from above. This could be seen
from the Gaussian tail bound for the initial state network, and the locally stability of the loss function.



Lemma 26 (Lemma 4.4 in [32]). With probability at least 1 — &, for all ¢ € [n] with w < Llog(nL/{), we have

I fwo (xi)l[r < O(v/log(n/£))

Lemma 27 (Stability of the Loss function). There exists an absolute constant « such that, with probability at least 1 — &, for
all W € BOW©) R/\/m), with m > O(R™*L~3/?[log(nL/¢)]?)

Li(W) — Ly(W®) < O(SLR)

Proof of the Lemma Since #(-) is an Lipschitz function and suppose Lemm condition holds, then with probability at
least 1 — O(nL?) exp[—Q(mw?/3L), the inequality below holds

Li(W) = L(W®) < 8. (f(W),W - W)

L
<S8 (Vw, f(W), W -W©)

=1

< O(SLR)
The probability could be reduced to 1 — ¢ if m > O(R™'L~3/2[log(nL/¢)]%), we obtain the desired result. O

Remark 7. Combine Lemma 26| and the Lemma with probability at least 1 — 2¢, we immediately obtain the upper bound
for the empirical loss function, suppose w = R/y/m

W) < O(+/log(2n/¢) + SLR)

The probability could be reduced to 1 — £ by normalize the coefficients with some constants.

Proof of the Theorem [I0]. By Lemma 25 27] converting the condition of Lemma [23] with respect to m, with probability

at least 1 — & — ~y and there exists m > Q(L*S RO A~145-2C=8[log(nL + 1/£)]3), n > Q( OWEm+vmd) Tlog(l/y) log;(1/6))
such that all lemmas hold, therefore we can apply the Azuma-Hoeffding inequality or so called online-to- batch technique to
get the expectation loss

T t t 21o0g(1/€)
Tz:: p(W®) <*ZLtW()) Bom
SLiy/m - log(1
S;ZLt(W*Ho(MZ]Gt@MH. k(19

The second inequality holds because of Lemma |25} and the upper bound of Loss function in remark I I=0(y/log(2n/¢) +

%) with probability 1 — 3£. Thus under the previous lemma we have with probability 1 — v — 4¢

SLanQ(m2L+md) LALT- M)

"
N
] =

T
- (t) L *
T E: (W 2 +(W*) + O( c T
T 3
1 ~ SL3/2R\/Tlog(1/6) log(1/v)m? SL:R
g—ELW*—&—O L+d/m)+
T p 75( ) ( n2e2 ( / ) \/T
log(1/£)
1] =2 2/5)
+ T )
where n = @(CSTL;EZA) A = O(SLQR),U = O(%ﬂ(l/é)) for some small enough constant £ > 0. Since W* €

B(W© o = R/\/m), by Lemma u with probability at least 1 — &

Li(W7) = (f(W";x)
<A frix(W*; %) + O(Sw3 L3\ /mlog(m))
= U(frr(W*; ;) + O(SRY3 L\ /log(m)m~1/6)
< U(fre(WHx:) + O SLR)

VT



The first inequality results from the S-Lipschitz continuity of ¢(-) and Lemm' 18] And we can simplify the left term assuming
m > Q(log(m)3 L2 R2T*?). Since this holds for any W* € B(W() R/\/m) we can take the infimum over it, plugging into
the above bound

T T
1 1 ~ SL32R/Tlog(1/8)m?
E = Lp(W® inf O(f(x; L+d
ASGD[T; WS |l T 2 A G} + O por (L +d/m)
SL:R log(l/g)
+ 2y 2
VT T )
T
L, log(1/8)m2V/T
< f {128 Fx))} + SLER. O(max( )Zgg/)m\/“
feFWO R/ym) T — n“e

1 log(1
n g( /€ ))
JT
The inequalities hold by plug in the I and ignore the logarithmic term with respect to n for conciseness purpose.
The Lemma [T922] reveal both the local landscape and training dynamlc of DP-NN. F0110W1 fﬁ the similar procedure, we can

+

rewrite the almost convexity in the summation form: Lp(W) = Lp(+ ZZ L W) L Lp(W®) + A, plugging in
yields the desired result. Finally, note that in the previous lemma we need
m > O(LP R** A1 S78C 8 [log(m)]'?), (25)

plugging A and by the non-negativity of the loss function we can get the result. O
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